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Robotic Process Automation - RPA 
Consider the notion of an application that is present on your desktop PC or in your browser that you, as 

a user, can work with.  Before you interact with the application, you have a mental model that you are 

going to perform some tasks that we will loosely consider to be called "work".  You interact with the 

application for a period and, at the conclusion, have completed some tasks.  You have performed 

"work".  You traded time and your intellect/knowledge for progression of some described business 

tasks. 

As an example, imagine you are working with a system which handles queries about delivery schedules 

of customer orders.  You open a customer query, you read the text, you comprehend what you’ve read 

and then consult another application which contains the order history and projected shipment 

information.  You compose a response and send it back to the customer who originated the query.  You 

then repeat that activity for all the remaining customer queries. 

As you repetitiously perform these tasks repeatedly, it starts to feel boring.  You feel like a machine in an 

industrial assembly line: 

 

You take "part A" (the query from the customer), merge that with "part B" (the knowledge in the orders 

database) and assemble "part C" (the response).  Once done, you repeat in a robotic like fashion. 

Thinking along these lines, you realize that in the past, menial assembly tasks used to be performed by 

humans. 
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Can we apply the notion of automation of mundane and repetitive knowledge tasks to "software"?  The 

answer is yes and the discipline of such is termed Robotic Process Automation. 

 

The moral question - We are not touching that 
In this material we are going to discuss what RPA is and how to achieve it using Automation Anywhere.  

We recognize and are explicitly avoiding a discussion on the thorny subject of worker displacement.  If a 

person is gainfully employed in performing a knowledge worker task, what then becomes their fate if 

their job can be replaced with software?  This concept has been in the minds of man since the first time 

it was realized that a horse could pull a plow to dig a field, through the industrial revolution, through the 

creation of the factory assembly line through to today's IT systems.  We will simply take the position on 

faith that automating tasks is a good thing without questioning that premise.  We won't touch this topic 

again. 

 

How RPA works 
Think about how you work.  You sit in front a screen, you look at the display, you move your mouse and 

click the mouse buttons, you read some text, you move and click the mouse some more, you enter some 

text through the keyboard.  These are the mechanics of your interactions with the IT systems.  Now 

imagine that we wish to automate this work.  One way would be to replace your physical interactions 

(mouse moves, mouse clicks, key presses) with emulated interactions generated by software.  Instead of 

you physically moving the mouse or physically typing a key, the RPA software generates these logical 

events against your computer.  If you think about it for a while, you will eventually realize that your 

physical acts of key pressing or mouse movement (through the wrist) is already an action that is a 

software event.  When you press a key that causes an electrical connection to be made on a grid of 

buttons (keys) which is interpreted by the PC as "the user pressed the X key".  If we can generate the 
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same event through software then the consumer of that event (the application against which you were 

interacting) will be found not to care whether it was the result of you hitting a key or a piece of software 

emulating a key press.  In fact, going further, we will find that the software application being automated 

will never know that it is being driven by software as opposed to a person. 

And this is the high-level notion of RPA.  It is software which replaces the events previously generated by 

a person with identical events generated by RPA software.  An instance of an RPA application that drives 

a system is commonly termed a "bot".  These "bots" interact by sending events (mouse movements, 

mouse clicks and key presses) and in return receive events back from the underlying application.  

Obviously, a bot has no eyes with which to see the screen, but we should realize that a screen of data is 

itself merely a collection of data items that the screen formats for display to our human eyes.  A bot can 

interpret the same data and retrieve meaning and information. 

 

APIs vs Interaction automation 
Do you see the elephant in the room? 

 

The notion of an elephant in the room is a common English language idiom relating to a problem or 

situation that no one wants to address or discuss.  The idea of RPA has several pachyderms in our 

technology house.  The one that I want to discuss head-on is the blunt idea of whether or not an RPA 

solution is a good solution from a technology perspective. 

Let us take a trivial automation example and break it down into how we might achieve this with today's 

RPA technologies.  Imagine we receive emails from customers who report problems.  A staff member at 

our company reads the email and sees that it reports a problem.  They then open a trouble ticket web 

page that exists in-house.  They manually create a new ticket copying and pasting the content of the 

email into the ticketing system.  When complete, they respond to the email indicating that a ticket has 

been created and paste in the identity of the new ticket.  The intent is that a technician will examine the 

ticket and respond soon.  This is illustrated in the following diagram: 
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We wish to automate this task.  We look to a product such as Automation Anywhere and build a solution 

that periodically examines the content of each email awaiting our support attention and for each one 

that is found, drives the browser to create a new trouble ticket using data scraped from the email and 

pasted into the problem report software.  At the conclusion, the automation task sends an email 

response.  It takes us an hour to build and test the task automation and we see that it works.  

Wonderful!!  Everyone happy.   Aren't they? 

Likely the customer is happy.  They get their email attended to in the best way our company knows how. 

Likely the person charged with watching the email inbox is happy.  They are relieved from boring and 

monotonous work.   Errors are reduced because there are now less opportunities for copy/paste errors 

or "dropped" emails.  They can now focus exclusively on the more puzzling areas. 

Likely management is happy.  Customers are getting serviced faster with better quality and continuity 

and staff can be assigned to more valuable tasks. 

So, who might not be happy? 

My belief is that some of the IT staff may be looking at RPA with a mixture of incredulity, laughter and 

horror.  Let's delve into why that might be. 

For decades the mantra has been to design software along the principles of a Service Oriented 

Architecture (SOA).   The fundamental idea behind this has been to build software with loosely coupled, 

distributed and well described components that could be assembled together like Lego blocks.  These 

blocks are termed services (but modules or components could also be used).  Each service stands-alone 

and has an architected and standardized interface.  This means that it can be consumed or used without 

any knowledge of how it works internally with only minimal concern for where it lives.  Technologies 

such as Web Services (SOAP/HTTP and WSDL) and REST (OpenAPI) provided the networking connectivity 

and industry data descriptions such as XML, JSON and YAML provided the description of the information 

passed to these services to perform their roles.  Nothing precluded one service from being implemented 

to leverage the functions of other services if they encapsulated their use.  It is hard for anyone to point 

to any flaws in the notion of SOA.  There have been ebbs and flows in the taste and style of how services 
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are exposed or consumed but the commonality is that it has been performed at the IT level by one 

application calling another through its exposed interface. 

If SOA provides the underlying technology enabling loosely coupled services to interact with each other, 

what then acts as the over-arching application that aggregates these services together to do their jobs?  

The initial answer to this was the application.  Given a set of services, an application programmer would 

then write code that would call one service and then another and then another.  Within the code would 

be logic that could determine the order in which the services were called and which services had to be 

called and which could be skipped. 

Let us pause here and look at our sample worker activity that we want to automate.  Let us cast an eye 

on this through the lens of SOA.  Imagine we had the following services: 

1. Retrieve emails from our email system 

2. Send an email through our email system 

3. Create a ticket in our ticketing system 

If these services existed and were exposed then we could aggregate these in code.  Here is some pseudo 

code that does just that: 

Invoke our email service to retrieve an email; 

while (we have an email to process) { 

   Extract name, email, subject and body from email; 

   Invoke our ticketing system to create a new ticket with details; 

   Compose a new email using the email recipient address and the ticket number; 

   Invoke our email service to send a new outbound email; 

   Invoke our email service to retrieve an email; 

} 

From an IT perspective, this looks fine.  In fact, this is pretty much business as usual.  However, there are 

two key assumptions implicit in that implementation.  We assume that the underlying services exist that 

expose themselves for integration and assume that we have the IT talent available to write the 

applications that perform the integration.  Let us question those assumptions. 

 

Availability of services 
Most modern software exposes APIs to enable that software to produce events to indicate some work is 

available to be done and receive requests to perform some work because of a request.  However, the 

key words there are most and modern.  Not all software exposes themselves through APIs and older 

applications are still commonly used from a time before API exposure was popular.  It may simply not be 

possible to interact with an IT system beyond either the screens that they show or the files that they 

generate/consume. 

 

IT talent 
Good IT talent is expensive and it is unlikely you will have IT staff just sitting around.  Writing the logic 

that integrates distinct IT applications through APIs is its own discipline and takes time to complete.  The 

programmers who work on these are commonly domain based.  For example, if you want to integrate 

an Email system with a CRM such as Salesforce with your own custom ticketing system with your own 
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billing system … you are likely going to need multiple programmers each familiar with their own area of 

technology (your email administrator, a Salesforce API specialist, your own in-house ticketing system 

programmers etc.).  Success is far from assured even if you have the staff.  If you drop to the lowest 

level of programming, the logic of how the systems integrate with each other becomes buried in code 

thus requiring on-going support and maintenance from IT even after the project is deployed.  There are 

excellent integration products available from multiple vendors that attempt to relieve the burden of 

integration programming and if one is performing integration between systems, one would be foolish 

not to leverage one of these. 

 

Getting a solution quickly can be the right answer 
I imagine a group of friends who are sitting around.  As dinner time approaches one suggests a 

restaurant.  This results in another making an alternate recommendation and soon everyone has their 

own notion of where they would like to eat.  Some are too expensive, some are too far away, some are 

just not what many folks are in the mood for.  The discussion goes back and forward until, grudgingly, 

one is chosen.  When they arrive, they find that it closed two hours ago.  The group had spent so long 

discussing where to eat that they failed to notice that time was ticking by and all the restaurants had 

closed. 

Sometimes getting to a solution quickly is better than an optimal solution or, in the worst case, no 

solution at all.  If a task is performed manually today then automating that task by software is arguably a 

better solution than not automating it at all … or waiting months/years for it to be automated in a 

technically elegant fashion. 

Try not to be distracted by the "neigh Sayers" who argue that the solution is in-elegant and shouldn't be 

used.  Ask them if they have an alternate solution that could be in place any faster than an RPA solution?  

Offer them the opportunity to accept an RPA solution for just now and they can always come back with 

a more elegant solution down the road. 

 

The business case for RPA 
I am a technical chap.  Show me the latest computer and I'll be taking it apart rather than asking how 

can I use it to improve my business.  As such, this book covers RPA from a technical perspective as 

opposed to the "business value propositions".  That said, let me provide you with a reading list on how 

others have considered RPA from a business perspective and why it makes a good investment: 

• ET Tech: 8 best practices for robotic process automation - 2017-08 

• Federal government using Automation Anywhere (NASA) - 2017-08 

Automation Anywhere 
Automation Anywhere is a company that builds products for creating RPA solutions.  Their flagship 

product is itself called Automation Anywhere and is the primary subject of this book.  IBM and 

Automation Anywhere (the company) have partnered to collaborate on Automation Anywhere (the 

product) and IBM BPM/ODM (collectively called digital process automation software) to work together. 

https://tech.economictimes.indiatimes.com/news/technology/8-best-practices-for-robotic-process-automation/60290106
https://www.fedscoop.com/nasa-nssc-process-robotics/
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Within this material, we will use the abbreviation "AA" to refer to the Automation Anywhere product. 

AA is a Windows only product meaning that it won't run on Linux or the Mac. 

See also: 

• Press release - IBM and Automation Anywhere Team Up to Help Businesses Streamline 

Operations 

Core concepts 

A Task 
A task is a description of an interaction between AA and the applications you wish to automate.  A task 

is composed of a series of commands (or steps) that are executed one after the other. 

Variables 
As a task executes, it maintains state from one command to the next.  This means that data retrieved in 

one step can be used in a subsequent step.  The data must be organized so that it can be referred to 

later.   We use the notion of variables to name items of data.  A variable's value can be set by one 

command and later used in a later command.  When a command is executed, we can then think of that 

command as having an environmental state at the time when it runs which includes the values of all the 

variables defined at that point. 

See also: 

• Variable data 

 

MetaBots 
A task is a sequence of commands that can be executed one after another.  When we create a task, we 

record or create those commands and they become part of the task.  But what if multiple tasks contain 

the same sets of commands?  For example, if I have a task that creates an email to inform a customer 

that their order has been shipped and I have completely distinct task that creates an email to ask the 

customer if they were happy with their order.  It would be a shame to have to code/design automation 

to look-up a customer's email address and launch an email client twice when all that is distinct is the 

content of the email.  What we in effect want is the ability to create re-usable coarse-grained 

automation building blocks that are themselves sequences of commands that can be leveraged in higher 

level automation flows. 

A MetaBot is exactly that.  A meta bot is the ability to record and name sequences of commands relating 

to screen interaction and then leverage them within a task. 

See also: 

• MetaBots 

• YouTube - Scaling your enterprise RPA: Meet the MetaBots 

 

https://www.automationanywhere.com/company/press-room/562-ibm-and-automation-anywhere-team-up-to-help-businesses-streamline-operations
https://www.automationanywhere.com/company/press-room/562-ibm-and-automation-anywhere-team-up-to-help-businesses-streamline-operations
https://www.youtube.com/watch?v=Uu-QIa3MzCs
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A WorkFlow 
 

Scheduling 
Tasks can be executed without end user interaction and hence don't have to be physically present.  

When no one is present, this then begs the question "When do these tasks run?".  The answer is that AA 

has first class scheduling capabilities baked in.  Through scheduling we can define when we want the 

tasks to execute. 

 

SnapPoints 
Think about what it would take to instruct a colleague to perform a task.  You might show him and he 

would take notes.  When working at our PCs, we have another obvious tool for remembering what we 

did at a point in our task and that is to capture a screen shot.  A screen shot (or a snap) is like taking a 

photograph of what our screen looked like at that point in our steps.  The photograph acts as a memory 

to what we did then and there. 

Architecture 

Bot Creators 

A Bot Creator is the development client where bots are authored and unit tested.  This is also known as 

the Automation Anywhere Client. 

Bot Runners 

The Bot Runners are the runtime environment where bots written using the Bot Creators will execute in 

production. 

Control Room 

The Control Room is the central repository where Bots are saved and managed.  It acts as the hub for 

distribution of Bots created by the Bot Creators to the Bot Runners where they will execute. 

 

Scaled screens and remote access problems 
As monitors get bigger and support higher resolutions, the apparent size of text on the windows gets 

smaller and smaller.  To many of us, this means that we must strain harder to read text and the size of 

that text is beneath our comfort zone.  We have many choices available to us to resolve this.  First, we 

can reduce the screen resolution.  For example, on a monitor with a native resolution of 2560x1600 we 

can reduce the resolution to 1920x1080.  The complete length and breadth of the display is still used 

filling the screen but the combination of Windows and the graphics card is now scaling the pixels.  While 

it works, there is a better solution.  Within the windows control panel, we can ask to scale the display.  

What this does is affect the text and graphics that windows draws such that they become larger 

however the underlying pixel size remains the same (i.e. small).  As an example of this, consider opening 

a word processor and entering some text.  If it is too small, you can change the font size of that text until 

it becomes larger.  The text looks clean … and large.  When we change the resolution of the screen, we 

start to lose definition in both graphics and drawings. 



20 
 

Unfortunately, AA has a problem with scaled screens.  If we are using some of the advanced features 

such as Object Cloning, the screen scaling confuses AA and it becomes impossible to develop solutions.  

The images that we capture and work with that reflect the windows we are attempting to automate 

become skewed and displaced.  The resolution to this is to only drive your screen with no scaling (also 

known as 100% scaling).  Anything other than that can cause problems. 

In a similar story, we must also be careful when using remote desktop clients such as the Windows 

Remote Desktop applications.  We must carefully match the window size shown on our local desktop 

where we are recording AA sessions with the native resolution found on the target PC. 

Automation Anywhere Support 
There is a support web site for Automation Anywhere available here: 

https://support.automationanywhere.com/ 

Registration is required and free. 

From this portal, you will be able to raise tickets, read frequently asked questions and more. 

 

Installation 
AA is only available for Windows PC based environments.  It will not run on Linux or MacOS. 

The installation images for Automation Anywhere from IBM are: 

IBM Robotic Process Automation with Automation Anywhere eAssembly Version 

10.0 Windows 64 bit 

CJ2AWEN 

IBM Robotic Process Automation with Automation Anywhere Server Version 10.0 

Windows 64 bit 

CNM6KEN 

IBM Robotic Process Automation with Automation Anywhere Client Version 10.0 

Windows 64 bit 

CNM6LEN 

 

Pre-requisites 
The Microsoft .NET framework is required for operation.  This can be either: 

• .NET Framework 4.0 

• .NET Framework 3.5 + SP1 

Interestingly, for AA Enterprise, the documentation states that both releases must be installed. 

See also: 

• Microsoft - Download .NET Framework 

• How to: Determine Which .NET Framework Versions Are Installed 

 

https://support.automationanywhere.com/
https://www.microsoft.com/net/download/framework
https://docs.microsoft.com/en-us/dotnet/framework/migration-guide/how-to-determine-which-versions-are-installed#net_b
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Installing the Client 
We run "installRPAClient".  When run, a DOS window appears that shows us the license agreement.  

Once we accept, we are given three options for the client installation: 

• IBM Robotic Process Automation with Automation Anywhere Bot Creator 

• IBM Robotic Process Automation with Automation Anywhere Bot Runner for Non-Production 

Environment 

• IBM Robotic Process Automation with Automation Anywhere Bot Runner 

When you launch the client, you will be prompted to login to the Control Room: 

 

Installing the Server 
The server (also known as the Control Room) provides license management for the clients as well as 

providing a central repository for AA artifacts. 

We must first install MSSQL Express. 

We run the command "installControlRoom" as a Windows Administrator user. 
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When prompted to install a license file, supply the path to the "IBMRPAwithAA.license" file. 

Plugins for technology 
Some applications can benefit from installation of AA plugins to allow AA to perform its role.  These 

plugins can be installed from with AAE Client by visiting Tools > Options and then Plugin Settings: 

 

The AAE Client should be launched as an administrator to perform this task. 

I had neglected to perform the IE 11 plugin installation which resulted in odd errors appearing while 

writing Web Controller scripts.  After installation of the plugin, all was well.  To determine if the plugin is 

correctly installed, launch an instance of IE 11.  Next press and release the left-ALT button.  A new menu 

will appear.  In the menu, select Tools > Manage add-ons.  Look for the Automation Anywhere add-on: 
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Visual Studio 
Since we are working in a Windows environment, it will do no harm to have a copy of Microsoft Visual 

Studio installed.  There are multiple versions available including a free community edition. 

If we are going to be writing JavaScript or VBScript scripts, this may prove to be a good choice for 

authoring unit testing. 

See also: 

• Visual Studio Downloads 

 

Determining the version of Automation Anywhere installed 
When we bring up the Automation Anywhere client, we can ask it what version is installed. 

 

The following dialog will then be presented: 

https://www.visualstudio.com/downloads/
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The Automation Anywhere Client 
The Automation Anywhere Client (AAClient) is the tool you will use most often to create tasks to be 

automated.  This is a Windows only native application.  From the Windows 10 Start panel it looks as 

follows: 

 

On launch, it looks like: 
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Like any new significantly rich application or environment, don't expect to just sit down and use it.  This 

is not a trivial application.  Expect to study the documentation, videos and perform a lot of practice to 

gain any degree of fluency.  Go easy on yourself and allow sufficient time and be patient. 

When first started, AAClient will ask us to specify the location and login credentials to the Control Room 

that we wish to use. 

The primary purpose of the AAClient is to create automated tasks for subsequent execution.   There are 

many ways to achieve this.  The first we will look at is simply clicking the Record button: 

 

When clicked, the AAClient window disappears and is replaced with a small window from which you can 

pause recording or stop recording. 

 

What is happening now is the AAClient is recording all your interactions.  This includes mouse 

movement, mouse clicks and keyboard presses.  It is this input that will be used to build the AA task that 

will serve as the recipe to replay to perform the automation of the task in the future. 
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When you have recorded your interactions, you can click the Stop button.  You will now be asked to 

name a file into which the recording will be saved. 

The newly recorded task will be shown in the Automate section with its associated file name of file type 

".atmx". 

 

 

When you run the Automation Anywhere client, you will see a normal Windows Window.  Take care to 

realize that clicking the windows "close" button does not close the application … it merely hides it.  In 

other words, clicking: 

 

does not end the application.  If then visit the application in the Task Bar system tray, we will continue 

to see the client: 

 

If we then right-click the application, we will be presented with a new context menu: 
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The Task 
The task is the fundamental unit of working with AA.  It describes what AA will do to drive your PC to 

automate you work tasks.  When a task is created, it is stored as a file and hence has a file name as its 

primary identifier.  Beyond this, it also has many properties associated with it.  These can be found 

grouped together at the bottom of the tasks list view: 

 

 

Task General Properties 
• File Name - The name of the task file. 

• Created at - When the task was created. 

• Status - Last execution status. 

• Last Run Time - When the task last ran. 

• Priority - Priority for queued tasks to determine which one will run next. 

• Timeout - The maximum time the task can run for before it is aborted. 

• Run with similar - Can the task be used with data files other than the one for which it was 

recorded? 
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Task Repeat Properties 
Should a task be repeated when it completes? 

 

• Do Not Repeat - Do not repeat the task. 

• Repeat … times - Repeat the task a fixed number of times. 

• Repeat until I stop it - Repeat until we explicitly stop the task. 

• Repeat for … time - Repeat for an elapsed duration. 

 

Task Speed Properties 
Control the execution speed of a task. 

When you sit at your PC you are moving the mouse, clicking mouse buttons and typing keys.  Because 

we are human, these are not particularly quick actions.  There is pause between a mouse move and a 

mouse click followed by a keyboard press.  When we use recording techniques, these pauses are also 

recorded.  When we play the task back, AA will replay those pauses as well as the inputs we made.  This 

gives us the highest fidelity during playback.  It is possible that we can eliminate some or all of the 

pauses in our recordings.  For example, if I am recording an interaction and get distracted by some text 

or details on the screen, I may pause my work for a few seconds.  This is then captured in the recording 

and every subsequent play back will also include that pause. 

We can manually edit the pause values in the steps of a task to reduce (or increase) their values.  In 

addition, this set of properties allows us to change the delays as a whole for all the steps contained 

within the task.  AA tries to be intelligent about which pauses are necessary and which are optional.  For 

example, if the replay asks for an application to open, the pause while we wait for it to display is 

mandatory before we can enter text into it. 
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• Standard Replay - Play back at the same speed as was originally recorded.  This is the default. 

• High-Speed Replay - Run the task faster than that in which it was originally recorded. 

• Turbo-Action Replay - Run the task faster than that in which it was originally recorded by 

eliminating mouse moves. 

 

Task Notification Properties 

 

 

Task Hotkey Properties 
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Task Security Properties 

 

 

Recording tasks 
The tasks that AA can execute automatically don't just miraculously appear.  It is our responsibility to 

describe those tasks so that they can be subsequently run.  AA provides a set of different and situational 

techniques for building these tasks which revolve around the concept of "recording".  Think of this as 

manually performing the task once and each step in the task that you perform is diligently written down.  

If we wish to repeat that task, we can refer to our notes on what was previously done and perform 

those steps again. 

Task recording is the easiest mechanism to automate a task as it involves no technical activities.  If you 

can linearly perform a task yourself then you can record the task and play it back when needed.  

Recording a task is an activity which can be performed by business users as opposed to IT programmers 

… however, be cautious.  When a task is recorded in this parrot fashion, all that one can do is replay it.  

Any decisions that were made by the recorder will be captured by their outcome only.  There is no logic 

nor smarts in the story.  Putting it another way, if we record a task that approves a loan request by 

moving fields and clicking buttons, then every time we run that task again, the current loan under 

consideration will be approved.  When we record, there is no over-arching logic being performed that 

might say "The credit score of the applicant is lower than our threshold for the amount being requested, 

so we reject this loan".  Playing back a previous recording will do exactly what was previously recorded 

irrespective of if that is the correct thing to do in this particular instance.  We can inject logic 

(smarts/intelligence) into task execution but we do this through the task editor at a technical level as 

opposed to the recording style of task creation. 

Smart Recorder 

Screen Recorder 

Web Recorder 
We would use the Web Recorder to create a task that only involves interaction with a web browser. 
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When the Web Recorder is invoked, we supply a URL for the web page we wish to open. 

 

Extracting data from a page 

Extract Data - Regular data 

For regular data we can select a page area and save the retrieved content into a named variable.  The 

value saved doesn't have to be exactly the content but instead we can provide a matching prefix and 

suffix such that only the data between these boundaries will be saved. 

Extract Data - Pattern based data 

 

 

Task Editor 
If we recorded a task using one of the preceding recording options, what will have been created will be a 

set of instructions to execute the task which are stored in a file.  The nature of the task is that it is 

comprised of a sequence of steps that will be performed.  The recorders worked with us to see what we 

did to build those steps.  Once we have captured that information, we can go back to the task and edit it 

manually through the task editor. 

 

For each step in the task editor, we can individually edit those and change their characteristics. 

It is also possible to create a task without using the recorder where we create the task as a sequence of 

steps and manually enter all their details one at a time.  The Task Editor is the lowest level component in 

task recording.  It gives us the maximum flexibility which, by its nature, involves the maximum 

complexity. 



35 
 

The task editor commands 
The commands available to us from which we can build our tasks are shown in the left of the screen. 

We can view these commands either by category or by complete details (which shows all the commands 

within each category).  We can drag a command from this palette and drop it in the primary task editor 

area known as the "Task Action List". 

 

Registering SnapPoints 
SnapPoints (visual snapshots of the screen/application) can be recorded with the Task.  We can achieve 

this by clicking in the left-most column in the task editor (or by selecting a command and clicking the Set 

SnapPoint button).  Doing so will place a small camera icon beside the command: 

 

When reached, an image is captured and recorded.  The images can be seen from the Visualize tab 

which provides a story-board like effect of the screens that are expected/worked with. 

See also: 

• SnapPoints 

• Screen Capture 

Variable data 
Within AA we have the notion of variables.  These are named containers which hold data.  Within the 

definition of commands in the task editor, we can refer to variables by name.  There is a special syntax 

used with is: 

$name$ 
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Within the task editor we can define variables and examine the existing variables in the Variable 

Manager tab: 

 

We can perform the usual set of actions such as adding, deleting and editing them.  When we add a new 

variable, we are presented with a dialog in which we can select the type.  Options differ in the variable 

definition depending on which type we select: 

Here is a Value type: 
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For the Value type, we can supply an initial value merely by entering it or we can supply an initial value 

that will be read from a file: 

 

 

There is a check box associated with a Value type variable called "Regular Expression".  We would check 

this box if the value of the variable is to be used as a regular expression as a parameter in certain 

commands that expect such expressions.  Informing AA that a value is to be used as a regular expression 

improves performance. 

 

 

Here is a List type: 
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Here is an Array type: 

 

 

Here is a Random type: 
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A random variable has a value assigned at runtime that is randomly generated.  We can generate two 

distinct types of variable; either a text string or a numeric value.  For a text string, we specify the length 

in characters while in a numeric range, we specify the upper and lower bounds.  There is no assurance 

that the random values will be unique across time.  This means that it is perfectly allowable for a 

random value to be generated which is identical to a previously generated value.  As such, it is not 

recommended to use a random variable as a unique identifier (by itself). 

See also: 

• Variables 

 

System variables 
Up until now we have discussed user variables.  These are variables that are created explicitly for use 

within our modeled task.  However, there is another class of variables called system variables.  These are 

always present, and their values are set automatically at run-time.  These variables can be read by your 

task command just like user variables.  The system variables can be broken into categories. 

See also: 

• List of System Variables 

 

Credential Variables 
One more source of variables is available to us.  These are called "Credential Variables" and are used to 

host Control Center managed values. 

See also: 

• The credential vault 

 

Task files 
When we think of a task performed by a person, it is not uncommon for that task to leverage pre-

existing files.  For example, when composing a letter, we may start with a template for letters we have 

used in the past.  When working with logging into remote systems, we may open a text file to determine 

the URL, userid and password to use.  When informing customers of the colors of product available, we 

may include images from the range of colors available to us.  Files like these aren't necessarily separate 

from the tasks but become part of the task.  Attempting to execute a task without those files available 

would be wrong and may result in errors.  To resolve this, AA allows us to "package" files with our 

definition of a task. 

When we install AA, a directory structure is created on your Windows disk at: 

<Documents>\Automation Anywhere Files 
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Beneath this, we have a folder called Automation Anywhere which has some prepopulated directories 

called: 

• My Docs 

• My Exes 

• My MetaBots 

• My Pushed Tasks 

• My Reports 

• My Scripts 

• My Tasks 

This is your local file system storage area for both tasks that can be executed and any files that they may 

need.  For data files necessary for a task's operation, I suggest placing those in the My Docs folder or a 

folder contained within.  Realize that this directory structure is shared by all tasks so be clever when 

creating the file names.  Rather than create a file called "template.docx", consider including its task 

name in the file name or, better yet, place it in a folder named after the task. 

Once we have saved files in that directory structure, we can associate the files with our tasks in the "BOT 

DEPENDENCIES" area of the Task editor: 

 



41 
 

Within our task commands, we can refer to the root directory using the system variable called 

$AAApplicationPath$. 

TaskBots 

MetaBots 
A MetaBot can be loosely thought of as a "subroutine" of automation work that can be reused in 

multiple tasks. 

See also: 

• YouTube - Scaling your enterprise RPA: Meet the MetaBots 

Assets 
Assets are the recordings of screens (with their meta data) that can be used to select controls and other 

items with which to work. 

 

Logic 
Logic is the code/glue that we can use to perform actions. 

 

https://www.youtube.com/watch?v=Uu-QIa3MzCs
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MetaBot variables 
When we define a variable in MetaBot Designer we can define how the variable is to be used by the 

MetaBot.  We have four choices: 

• None - The variable is exclusively local to the execution of the MetaBot. 

• Input - The variable is assigned a value on input to the creation of a new instance. 

• Output - The variable is returned from the completion of the new instance. 

• InputOutput - The variable is assigned a value on input to the creation of a new instance and 

returned when that instance completes. 

Using MetaBots 
To use a MetaBot in a task, we add a MetaBot from the catalog.  We are presented with a logic selection 

window: 

 

Within the logic selection window, we are shown the different "Logics" that we can select and get to 

map input and output parameters to the selected logic. 
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MetaBot files 
When we build a MetaBot, it is saved as a file with suffix ".mbot" in the "My MetaBots" sub-folder of the 

Automation Anywhere data files.  If you ship around a MetaBot, you can copy and place from that 

location.  From the Actions menu in the upper right of AAClient, we can select "Locate on Disk" to find 

the MetaBot directory. 

A ".mbot" file is actually a ZIP file and we can peer inside as needed.  From this we can tell that DLLs are 

copied around with the ".mbot" files. 

Abstractly, moving ".dll" files around inside ".mbot" files might be considered a security issue.  If we 

believe that a ".dll" file can execute arbitrary Windows binary code as the currently executing user, 

then the injection of a MetaBot containing DLLs could provide a vector is malicious code were supplied 

in a MetaBot.  However, given that the nature of AA is to run arbitrary commands on a PC by its very 

nature, one may assume ".mbot" files to be trusted in that story. 

 

Security 
If not used properly, Automation Anywhere could wreak havoc with your security plans.  That's quite a 

statement so let us pause and think about it for a few moments.  The notion behind Automation 

Anywhere is that it literally can pretend to be a person sitting in front of a keyboard and screen.  Ask 

yourself if you would trust a stranger to sit un-attended at your desk and have free range over using 

your PC? 

With that notion in mind, we can now start to think about taking steps to provide a secure environment.  

The first thought is that we must validate that tasks that are to execute come from known and trusted 

sources.  Since we can distribute tasks and MetaBots via files, you would only ever run those from 

sources that you know and trust.  Never run a task or a MetaBot from a source you don't know.  If 

someone gives you an artifact to run, open it in the editor and review each command to ensure that you 

are comfortable with all the steps it will perform and that you yourself would be happy to submit them 

for execution. 

Consider running Automation Anywhere in a constrained windows environment.  Since AA is driving a 

PC, consider what harm or damage could be performed by a malicious user at that PC?  The fewer things 

that can be performed, the fewer attack targets you present.  For example, consider running AA as a 

user with only the Windows permissions necessary to perform only the desired task and no more.  There 

are many materials available for hardening a PC such that it restricts the applications and services that 

are possible.  We can restrict the drives and folders to which AA can read and write. 

Role permissions 

• Operations Room 

• User Management 

o Add User - Add a user. 

o Update User - Update a user. 

o Delete User - Delete a user. 

• Repository Manager 
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o Run 

o Force Unlock 

o Set Production Version 

• Task Scheduling 

o Add Schedule - Add a schedule. 

o Update Schedule - Update a schedule. 

o Delete Schedule - Delete a schedule. 

o Manage All Schedules - Manage schedules. 

• Clients Management - View the clients that are registered. 

• Roles and Permissions Management - Manage roles and permissions. 

• Audit Trail - View audit history. 

• BotFarm Access 

• Credential Manager 

o Add Credential - Add a credential. 

o Update Credential - Update a credential. 

o Delete Credential - Delete a credential. 

• License Management 

o Allocate License - Allocate or deallocate licenses. 

• IQ Bot 

o Cognitive Console 

o Validator 

The credential vault 
Consider a task which needs to access a back-end system such as a Web Server or database.  Since AA is 

pretending to be a user, AA may require credentials to authenticate itself with such a system.  The 

credentials are usually in the form of userid and password pairs.  An AA task can have these credentials 

hard-coded into the solution, but this is a poor idea.  First, the task source can be opened for reading.  

This means that someone could open the task and simply read the credentials.  By knowing the 

credentials, they could then access the back-end systems directly and security would have been 

compromised.  The second problem is that credentials can and do change.  It is recommended to change 

passwords frequently.  The longer a password value exists, the more opportunity exists for the system 

that it is protecting to be compromised.  If a task contains a hard-coded password, then a simple change 

of the password at the target system would immediately break the operation of the script and require a 

whole new deployment of the script. 

AA provides a solution to this called the "Credential Vault".  This is a secured data store managed at the 

Control Room which contains "Credential Keys" that are named entities that can contain multiple named 

attributes with corresponding values.  During task creation or execution, the values of these can be 

dynamically retrieved and used.  What this means is that the tasks do not contain hard-coded values, 

nor can they be seen by any users or editors.  In addition, if a credential value needs changed, it can be 

centrally modified at the Control Room and then immediately take effect for all subsequent utilizations. 

To add or edit a credential, there is a "Credential Manager" tab within the Control Room: 
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Clicking the "Add Credential" button allows you to enter a name for the credential and a set of attribute 

name, description and value instances.  The name you give to the credential can then be used in a task 

command which will then further prompt you for the attribute name.  Here we see an insert variable 

dialog which shows that we have credential variables at our disposal. 

 

Once we select a Credential Variable, we are then prompted to select the attribute within it that we 

wish to use: 
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The commands that support credential variables are: 

• Active Directory 

• Database 

• Email Automation 

• Excel 

• FTP/SFTP 

• Insert Keystrokes 

• Manage Windows Controls 

• Object Cloning 

• PDF Integration 

• PGP 

• REST Web Services 

• SOAP Web Services 

• Terminal Emulator 

• Web Recorder 

Initially, I thought that the Credential Vault would solve the puzzle of hiding credentials from users, but I 

found something that worries me.  As a test, I wrote a trivial task that opens notepad and pastes the 

value of the credentials into the editor.  I ran it and immediately saw the clear text values of my 

credentials. 

Running a task 
We can execute a task at any time by selecting it from the task list and clicking the Run button. 

Tasks are saved on the file system as files with the file type ".atmx".  The content of these files reserved 

for editing by AA.  Mechanically, these are ZIP files but that is not an exposed property and they should 

simply be treated as black boxes.  When AAClient is installed, a file type association is made such that 

when a ".atmx" file is double clicked, AA runs and executes the task contained within.  The icon for a 

".atmx" file looks liked: 
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Triggering a task 
While we can always manually run a task at any time and we also can schedule a task to run at periodic 

intervals, there is another capability that we need to understand and that is the ability to run a task 

when some external event occurs.  The arrival of such an event is termed a "trigger" because it triggers 

the execution of the task.  We define a trigger in the trigger tab of a selected task within the AAClient: 

 

From there we can then go forward to select what kind of trigger should be used to launch an instance 

of the task. 

When we have added out first trigger, a new window area magically appears: 

 

This area allows us to delete our defined trigger or add additional triggers that can also result in the 

same task being started. 

Note: I consider magically appearing screen areas to be an anti-pattern in UI design.  A suggestion has 

been submitted to Automation Anywhere that they change the UI style here.  My suggestion would be 

that the screen area be always present even when there are no triggers defined. 

 

Trigger Type: Window 
AA is constantly running on your PC monitoring what your PC is doing.   Your PC runs applications when 

you request.  When an application starts it commonly opens a window.  The act of the window opening 

can be used as the trigger to start an AA task.  We need to instruct AA about the identity of the window 

that it should open.  The easiest way to achieve that is to open an instance of the window and click the 

refresh button.  AAClient will then present you with a list of the windows that it detects as currently 

open.  From there you can select the one you wish. 
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The actions that can trigger the task are either that the application window opened or that the 

application window closed. 

The name of the window that caused the trigger can be found in the $Trigger Value$ system variable. 

 

Trigger Type: File 
Files exist upon the Windows file system.  These files can be created by applications.  We may wish to 

perform a task when a new file is detected, or some other actions are performed against the file.  Here 

we name the file we are interested in and then specify which action associated with that file should 

trigger our AA task. 

 

The set of actions that we can watch for are: 

• File is created 

• File is deleted 

• File is renamed 

• File is modified 

 

Trigger Type: Folder 
Files exist within folders.  We can trigger an AA task when something related to a folder has occurred.  

We get to name the folder and then specify the action upon that folder which triggers the launch of the 

AA task. 
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The actions are: 

• A file is created in the folder. 

• A file is deleted from the folder. 

• A file is renamed in the folder. 

• A folder is created. 

• A folder is deleted. 

• A folder is renamed. 

• A folder is modified. 

When we select our folder, we can also include sub-folders down the tree from the one initially 

selected. 

The path and name of the item that caused the trigger can be found in the $Trigger Value$ system 

variable. 

 

Trigger Type: Performance 
One of the use cases for AA is to monitor the health of the PC on which it is running and perform 

automated tasks if something isn't as we expect it to be.  If the PC isn't running as we desire, we can 

consider this as a trigger that can be used to launch a task.  We have three categories of system 

information we can monitor: 

• CPU usage 

• Free disk space 

• Process count 

If we set a trigger for any of these, we can detect situations and cause a task to fire. 
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Trigger Type: Process 
On a PC, applications run internally as "processes".  Think of a process as the identity of a running 

application.  Processes don't necessarily have to open window.  We may wish to trigger the start of a 

task when either a new process instance starts, or an existing process instance ends.  To select our 

process, we can click the "Refresh" button and select the desired process from the list. 

 

The actions are: 

• When process starts 

• When process tops 

 

Trigger Type: Service 

 

 

Trigger Type: Email Message 
Examine an email inbox looking for new emails.  When a new email is found, trigger the task. 
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This is a polling trigger specified in minutes.  Every interval, AA will contact the email server and ask if 

there are new messages.  If there are, the task will fire. 

 

Managing Triggers 
When we have defined triggers, we may wish to manage those as a group.  We can open the trigger 

manager panel under "Triggers" under "Manage": 
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Error Handling 
It is always easy to write a task that handles the working case however it is essential to think about what 

can go wrong with each step in the task and what the impact would be.  In an ideal world, everything 

should just work but that is seldom always the case.  We may find that a disk fills or a Web Server we are 

attempting to access isn't available. 

Situations that result in errors can commonly be categorized into two distinct types.  Either data errors 

or system errors. 

A data error is where we were expecting some piece of data (perhaps of some specific format) and we 

either didn't receive it or it contains an invalid value.  For example, "banana" isn't a valid value for a 

date; neither is 2017-02-30.  As another example, "http://www.google.com" isn't a valid email address.  

As people, if we saw this data we might recognize it as an error and take remedial action.  Maybe we 

would be able to intuit a fix.  For example, the text, "nkolban at salientprocess.com" could be 

entered as "nkolban@salientprocess.com" in an email field.  For AA though, there is no intuition or 

correction to be had unless we explicitly attempt to accommodate it. 

A system error is a technologically introduced problem and may only be present for a period of time.  If 

we need to extract data from a web site and the site is down, then if we tried again later, perhaps it 

would work.  Some errors can be resolved by user action.  For example, if my disk is full, I could take a 

few minutes to empty the trash or remove un-needed files thus freeing up some more space and then 

continue onwards. 

When thinking about handling errors, consider whether they are data errors or system errors as that can 

aid in how we think about the disposition of the problem. 

See also: 

• You Tube: Slow web pages 

 

Lack of Transactions 
In many IT systems we have the powerful concept of transactionality.  This is the notion that either 

everything succeeds, or it is as though nothing was started.  Imagine transferring funds from one bank 

account to another.  Either we debit account A and then credit account B, or we perform those tasks in 

the reverse order by crediting account B and then debiting account A.  In either case, if we fail after 

performing the first of those two steps, we end up in an inconsistent state.  Neither are acceptable.  In a 

transactional system, the environment records the changes to state data that it makes.  In the event of a 

failure the state changes are rolled back, and we return to the original state.  Note that the whole 

concept of transaction processing is far richer than we have described here but hopefully you get the 

general idea. 

In AA, we have no transactional characteristics.  When a command within a task is executed, work 

performed by that command is considered finalized as soon as the command completes.  For example, if 

we delete a file; the file is gone.  If we perform a REST request; the request has been sent.  If we 

encounter an error condition in some subsequent step and simply abandon the current task, then we 

are likely to end up with an inconsistent state with all the negative implications associated with that.  In 

https://www.youtube.com/watch?v=R7eKyP5j-xg
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our banking example, that would be a very serious problem.  In other scenarios, the result may also not 

be pretty but not catastrophic.  For example, if we are processing emails for sales leads and we 

destructively read an email but then fail to create a record in our CRM system then we would have lost 

the lead. 

Since AA is not transactional, what then, if anything, can we do about this?  The answer is that we can 

design our tasks defensively.  As we design the steps to be performed, we can ask ourselves "What 

would it be like if we failed here and how should we recover?".  Since AA is robotically performing the 

steps that a person would perform, a good indication of what we should do in an AA environment is to 

ask what a person would do in the same circumstances.  If you have an email that you need to respond 

to but after reading find that the CRM system is down, you might file the email for later attention and go 

on to some other task with the intent of coming back to your backlog of work that was un-finished in the 

future.  That handling mechanism can be translated into AA.  We might for example create a folder of 

work that was started but not yet completed.  We could then periodically run different tasks that 

examine those folders for work items and attempt to complete them later. 

 

Poison messages 
A poison message is a term given to a piece of input that is typically found in a queue of such inputs 

which, when encountered causes a failure that results in the message not being processed.  

Unfortunately, the message that caused the failure remains the first message to be processed when the 

system is restarted, and we enter an endless loop of repeating failures.  This can cause subsequent 

messages not to be processed and can tie up or consume system resources until something else breaks.  

For example, imagine we are processing data in an email and content of that email is something we had 

not anticipated and causes a failure.  That may mean that we don't run the step to remove or archive 

the email which results in the email being the first one to be processed the next time around.  The same 

applies to files and other data sources. 

To resolve this kind of problem, we should anticipate it and on detection of an error caused by the 

message, move that message to a holding area where it can be subsequently processed without causing 

a poison message loop.  The holding area can then either be processed automatically by other tasks or 

manually attended to as "exceptions" that need special attention.  The handling of poison messages 

becomes part of the overall error handling strategy of your solution. 

 

Debugging 
After we have recorded tasks and when we are running them, they may not always work as we expect 

them to.  If we think of a task as a sequence of steps that are performed for us, we quickly see that 

running a task is very much like running a computer program.  Within a task we have steps and it is 

possible that a single step isn't doing what we hoped it would.  We would thus have to find the failing or 

problematic step and make corrections.  To be able to do this, we have the notion of a debugger.  A 

debugger is a tool we can run which allows us to peer inside the operation of a task.  Specifically, we can 

see all the steps contained within and run those one at a time to validate the results are as we expected. 
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We can enable the AA debugger by clicking on the "Enable Debugging" button in the editor for a given 

task.  When we now run that task, we will see each of the steps being executed one at a time.  We can 

declare that we wish to stop at any given step before it is executed.  This is called "setting a breakpoint".  

Execution of the task will run through the debugger until a breakpoint is encountered at which point 

execution will pause.  We can then examine the values of variables and other diagnostic tools.  We can 

then resume execution or continue to step over each succeeding step. 

In the following image, we see two breakpoints.  A breakpoint that a filled circle is one which will cause 

execution to pause/system.  A breakpoint with an arrow within it signifies that execution has paused at 

this command because the breakpoint was reached. 

 

When we reach a breakpoint and execution pauses, we can click the Run button to resume. 

 

Watching variables 
The state of our task is governed by which step we are executing and the values of variables populated 

up to that point.  We can view the values of variables by setting the ones of interest in a "Watch Table".  

This is a window which displays the names of the variable we are interested in viewing plus their values.  

As we step through the task, the values shown in the table reflect the values of the underlying variables. 
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Internals logging 
From time to time things can go badly wrong and we start getting errors we don't understand and don't 

appear to be logic errors in our task design.  To try and diagnose these kinds of errors, we may want to 

enable internal logging/trace.  To achieve this, we edit an XML file that is called AA.Settings.xml that is 

found at <Documents>/Automation Anywhere Files.  There is a lot of stuff in there.  To switch on 

debugging for the runtime, find the element called <Player> and then find the <log> element contained 

within.  Switch on the logging by changing the values from False to true.  For example: 

<log> 

   <debug>true</debug> 

   <error>true</error> 

   <fatal>true</fatal> 

   <warning>true</warning> 

   <information>true</information> 

</log> 

Save the file and then restart AA.  When we now run the product, we will find diagnostic files written to: 

<Documents>/Automation Anywhere Files/ 

There are several distinct files available to us including: 

• AAEditor.log - Controlled by logging contained in the <Editor> element. 

• AAEditorObjectLog.log 

• AAMain.log - Controlled by logging contained in the <Main> element. 

• AAObject.log 

• AAPlayer.log - Controlled by logging contained in the <Player> element. 

• MDLog.log 

Windows structure 
Think of a typical window of an application that is presented to you in Microsoft Windows.  Here for 

example is a simple instance of the classic "notepad" that we have all seen and used. 
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Hopefully you recognize that as a "window".  The window is a container of user interface building blocks 

such as menus, buttons, scroll bars, text inputs, radio buttons, check boxes and similar.  When you look 

at an application, what you are seeing is the application as a finished product.  It should look attractive 

and easy to use.  Now think about the developer who built that application.  They didn't write code to 

draw circles for radio buttons or squares for check-boxes or read from the keyboard to type text into a 

text area.  Instead, the developer leveraged the capabilities that are inherent in the Microsoft Windows 

provided programming environment.  Windows provides building blocks called controls that supply the 

fundamental units for constructing a user interface.  The developer builds their screens that you interact 

with by aggregating those controls together.  Typically, they use a high-level development tool, such as 

Microsoft Visual Studio, to compose the screens that you see.  The result that we perceive is a seamless 

and integrated interface. 

That said, the underlying controls are still present.  When you see a text input, a menu or a check box it 

is commonly an instance of a standard Windows control against which you are interacting.  The reason 

that becomes interesting to us from an Automation Anywhere perspective is that it is our goal to be able 

to drive screens through AA.   From a technical perspective, we can drive a screen by telling the mouse 

to move to a specified coordinate and provide input from a virtual keyboard, but that is a poor solution 

that requires a screen's window to be of specific dimensions and located at very specific places on your 

desktop.  If the screen is off by a few pixels or some pop-up has appeared, we can get into a mess very 

quickly. 

With our new understanding that a screen is composed of building blocks called controls, we have a new 

tool in our screen driving tool box.  If a control has an identity (which it does) then if we knew the 

identity of that control, we could use that knowledge to navigate input to a specific control.  Rather than 

try and design the logic to "Move the mouse to position (234, 419) and simulate the entry of 'hello 

world'" we can instead achieve the same outcome by "Find text control called 'name' and set text to 

'hello world'".  This has numerous advantages not least of which is that it insulates us from screen 

locations.  It also (to some degree) insulates us from breakage in our automation should the application 

change.  If the input text field moves from one location to another, that would break a solution that 

relied on mouse position for control while if the text field moves but retains the same identity, all will 

continue to work. 

See also: 
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• Microsoft - Control Library 

 

Using Window Inspect tool 
Windows has an optionally installable application called "Inspect" which allows us to "see" the controls 

in an application.  Think of it like an X-Ray for an application.  The tool is supplied with the Windows 

SDK.  It is not necessary to have this tool installed or available to use AA but knowing of its existence and 

trying it a few times will re-enforce your understanding of how a window is composed.  In addition, 

should we run into problem while building an AA based solution, being able to drill live into a window 

will do no harm. 

In the following image we show an example of it in operation.  When the tool is launched, we can click 

on a window or a control within a window and the Inspect tool surrounds it with a yellow rectangle 

illustrating its bounds.  In an associated panel, we can also see the details of the control. 

 

See also: 

• Microsoft - Inspect tool 

• Window detective 

 

 

Control Room 
The Control Room is a central server machine which serves a variety of purposes.  We will cover each of 

these in turn. 

https://msdn.microsoft.com/en-us/library/windows/desktop/bb773169(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/dd318521(v=vs.85).aspx#the_inspect_window
http://windowdetective.sourceforge.net/
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License management 
To operate AA, one needs to be properly licensed.  This includes license for development and licenses 

for Bot Runner execution.  The Control Room polices the license management.  The client components 

appear to need a connection to the Control Room to obtain a license for operation. 

See also: 

• IBM Robotic Process Automation with Automation Anywhere V10 combines robotic process 

automation with business process management to maximize the process automation 

opportunities within your business - 2017-08-22 

Artifact repository 
We use the AA client to author tasks and MetaBots and other items which together we call the artifacts.  

These artifacts are saved on your local PC during development.  However, part of the nature of AA is 

that we will want to run those tasks on a variety of other PCs and hence the artifacts must be able to be 

copied to their targets for execution.  The Control Room can maintain a centralized repository of 

artifacts such that they can then be retrieved by clients for execution. 

 

 

When we have authored an artifact in the AA Client, we can then "upload" that artifact to the Control 

Room.  We can select a task and then click the "Upload" button. 

 

after a few seconds, a dialog will appear confirming the upload: 

https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?infotype=an&subtype=ca&appname=gpateam&supplier=897&letternum=ENUS217-350
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?infotype=an&subtype=ca&appname=gpateam&supplier=897&letternum=ENUS217-350
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?infotype=an&subtype=ca&appname=gpateam&supplier=897&letternum=ENUS217-350
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If we now login to the Control Room and select the Repository Manager we will see the newly uploaded 

file. 

 

Back on an AA Client, we can bring up the repository view dialog 

 

 

And from there, we see a view of artifacts found on the server.  We can now download those to our 

local AA Client for execution or editing. 
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Remotely running Bots 
From the Control Room, we can ask that a Bot execute immediately on a remote machine.  From the 

Control Room web page, we select Task Schedules: 

 

Within Task Schedules we select "Create Schedule" 
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From the list of tasks, we select a task we wish to run: 

 

and from the Actions menu, we select "Run" 

 

Finally, we can select where we wish the task to run and can click the "Run" button to cause it to 

execute: 
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Note: If something goes wrong, you will see a dialog like this: 

 

Unfortunately, I find this less than helpful.  The underlying cause of the failure is not well explained.  

Fortunately, good folks have walked this path in the past and there are experiences from which we can 

benefit. 

First, on the machine running Control Room, we can look for the log file found here: 

C:\Users\Public\Public Documents\Automation Anywhere Server Files\Logs\WebCR.log 

The messages contained within are time stamped.  We can thus look for messages that occurred at the 

time when we ran our remote execution command. 

If we see a message such as: 

Socket Connection failed at Host: DESKTOP-VPKA2HF, Port: 8001, NativeErrorCode: 10060, 

SocketErrorCode: TimedOut 
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Error message: A connection attempt failed because the connected party did not 

properly respond after a period of time, or established connection failed because 

connected host has failed to respond 192.168.1.9:8001 

Additional Info: Host not reachable. 

That indicates that we were not able to form a network connection to the Bot Runner.  The message (in 

this case) says that we tried to reach the machine at IP address DESKTOP-VPK2HF and at port 8001.  Try 

and reach this machine through ping and telnet to see if it can be reached.  Likely problems are that the 

machine is not up or that the target machine is rejecting incoming network requests because of firewall 

rules. 

 

Another possible message is: 

Error Message: The socket connection was aborted. This could be caused by an error 

processing your message or a receive timeout being exceeded by the remote host, or an 

underlying network resource issue. Local socket timeout was '00:59:59.9969975'. 

Additional Info: Client and Control Room should have same security settings. (Network 

security / Firewall) 

This error is commonly caused by firewall issues.  To say that AA is sensitive to firewall configurations is 

an understatement.  During testing, switch off all firewall mechanisms. 

Security 

On the server, there is a configuration file that governs security.  It is  

C:\Users\Public\Public Documents\Automation Anywhere Server 

Files\Enterprise.Settings.xml 

Within that file, find the section that reads: 

<ConfigSection>  

   <Name>EnableTLS</Name> 

   <Value>False</Value> 

</ConfigSection> 

Note whether the value is True or False.  This is the encryption level expected at the server. 

Now on the Bot Runner (client machine), visit the file at: 

C:\Users\Public\Public Documents\Automation Anywhere Client Files\Settings.xml 

In there you will find content like the following: 

<?xml version="1.0" encoding="UTF-8"?> 

<configsettings> 

   <services> 

      <clientserviceport>8001</clientserviceport> 

      <enabletls>False</enabletls> 

   </services> 

</configsettings> 

Note the <enabletls> line.  The Boolean value there must match that found in the server. 
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See also: 

• Unable To Deploy Task From Control Room, It Shows An Error Message "Task <Task Name> 

Could Not Be Deployed On <Machine Name>" 

 

 

Operating Automation Anywhere 
So far, we have spoken about building solutions using AA but what about operating and maintaining it? 

Windows Running Services for AA 
On a machine running AA, we find some new background Windows service running: 

• AAAutoLoginService.exe (*) 

• AAClientService.exe (*) 

• AAESchedulerService.exe (*) 

• AAMetaBotDesigner.exe 

• AutomationEventWatcher.exe (*) 

• AAProxyServer.exe 

• AATaskEditor.exe 

• Automation.CR.Web.SocketServer.exe )*) 

 

TCP/IP ports 
AA is a networked product and as such uses TCP/IP ports as end points.  The defaults are: 

• 8001 - Client service port number 

• 8080 

• 8090 - Web socket port number 

 

Configuration for outbound Email 
AA can send email messages.  To send emails, we need to tell AA about the Email server we wish it to 

use.  In the AAClient, we do this in the "Email Settings" tab of the Options: 

https://support.automationanywhere.com/hc/en-us/articles/115000081534-Unable-to-deploy-task-from-control-room-it-shows-an-error-message-Task-Task-name-could-not-be-deployed-on-Machine-name-
https://support.automationanywhere.com/hc/en-us/articles/115000081534-Unable-to-deploy-task-from-control-room-it-shows-an-error-message-Task-Task-name-could-not-be-deployed-on-Machine-name-
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We supply the hostname and port of the email server as well as any security credentials that may be 

needed to successfully send the email. 

 

System Logs 
As AA runs, it creates log information that is recorded.  This information is indexed and categorized.  We 

can format and view these logs to see a history of what has run, when it ran and a variety of other 

historical and informational items.  From within AAClient, select the Tools menu and then System Logs: 

 

 

In addition to this information, there are also other log files that are in a variety of places.  The ones so 

far found include: 

• C:\Users\Public\Public Documents\Automation Anywhere Client Files\* 

• C:\Users\Public\Public Documents\Automation Anywhere Server\* 

• C:\Users\Public\Public Documents\Automation Anywhere Server Files\* 

• C:\Users\Public\Public Documents\Automation Autologin\* 

• C:\Users\Public\Public Documents\Automation Schedules\* 
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Control Room APIs 
The Control Room server can respond to incoming REST API requests to perform Tasks that will execute 

on remote Bot Runners.  Since the Control Room is the hub of work, access to it must be carefully 

controlled.  As such, we must authenticate with the control room before we can submit further work.  

An API called "/controlroomapi/v1/authenticate" is provided to achieve this.  We submit a REST 

POST based request to that URL providing a userid/password pair.  The default port is 8080.  These 

credentials are provided in the REST request payload as a JSON string of the format: 

{ 

   "username": <string>, 

   "password": <string> 

} 

The result of this call is a response payload that is itself a JSON string.  Contained in the response is a 

field called "token": 

{ 

   "token": <string> 

} 

This token should be passed on subsequent calls and represents proof that we have a valid 

authentication.  This authentication is valid for only 15 minutes.  The token is passed in the HTTP header 

with the header name of "X-Authorization". 

For testing, we can use a REST tool such as "Postman" to perform REST based tests. 

The next API we will look at performs a deployment of a Bot to a Bot runner.  The API is called 

"/controlroomapi/v1/deploy".  This command is also a POST request and takes a JSON payload that 

contains: 

{ 

   "taskRelativePath": <string>, 

   "botRunners": [ 

      { 

         "client": <string>, 

         "user": <string> 

      } 

   ], 

   "runWithRDP": <Boolean> 

} 

IBM produced an OpenAPI specification of these REST calls.  This can be used with any client that 

supports that specification including IBM BPM.  Here is a copy: 

{  

   "swagger" : "2.0",  

   "basePath" : "/controlroomapi",  

   "info" : {  

      "version" : "1.0",  

      "title" : "Automation Anywhere Control Room API",  

      "description" : "TBD"  

   },  

   "externalDocs" : {  

      "description" : "For more information about this API, see the knowledge base article.",  

      "url" : "https://support.automationanywhere.com/hc/en-us/articles/115000427054-Bot-Deployment-API"  

   },  

   "tags" : [  

      {  
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         "name" : "robotic-process-automation"  

      }  

   ],  

   "paths" : {  

      "/v1/authenticate" : {  

         "post" : {  

            "operationId" : "authenticate",  

            "summary" : "Authenticate a user.",  

            "description" : "Logs in a user. The user must have privileges to run/schedule Bots and should also have access to 

the Bot Runners on which Bot is to be deployed. If the authentication is successful, the Control Room will issue an 

authentication token which needs to be passed on to the Deployment API as header information. The authentication token will ONLY 

be valid for 15 minutes from the time it is issued.",  

            "consumes" : [  

               "application/json"  

            ],  

            "produces" : [  

               "application/json"  

            ],  

            "parameters" : [{  

                  "name" : "credentials",  

                  "in" : "body",  

                  "required" : true,  

                  "description" : "An object defining the user name and password.",  

                  "schema" : {  

                     "$ref" : "#/definitions/LoginRequest"  

                  }  

               }  

            ],  

            "responses" : {  

               "200" : {  

                  "schema" : {  

                     "$ref" : "#/definitions/LoginResponse"  

                  },  

                  "description" : "Successful request.",  

                  "examples" : {  

                     "application/json" : {  

                        "token" : 

"eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJ1c2VyIjoiMSIsImlzcyI6Imh0dHA6Ly9sb2NhbGhvc3Qvd2ViY3JzdmMvIiwiYXVkIjoiaHR0cDovL2xvY2FsaG9

zdC93ZWJjcnN2Yy8iLCJleHAiOjE0OTUwOTAwOTksIm5iZiI6MTQ5NTA4OTE5OX0.qPPhpti0j7LGAmWkj3XFymFfJXzA1P4zPehIjVYfulc"  

                     }  

                  }  

               },  

               "401" : {  

                  "schema" : {  

                     "$ref" : "#/definitions/ErrorResponse"  

                  },  

                  "description" : "Authentication failed."  

               },  

               "402" : {  

                  "schema" : {  

                     "$ref" : "#/definitions/ErrorResponse"  

                  },  

                  "description" : "License expired."  

               },  

               "403" : {  

                  "schema" : {  

                     "$ref" : "#/definitions/ErrorResponse"  

                  },  

                  "description" : "Account is not activated."  

               }  

            }  

         }  

      },  

      "/v1/deploy" : {  

         "post" : {  

            "operationId" : "deployBot",  

            "summary" : "Deploy a bot.",  

            "description" : "Get information about a counterexample. Counterexamples are examples that have been marked as 

irrelevant input.",  

            "consumes" : [  

               "application/json"  

            ],  

            "produces" : [  

               "application/json"  

            ],  

            "parameters" : [{  

                  "name" : "X-Authorization",  

                  "in" : "header",  

                  "type" : "string",  

                  "required" : true,  

                  "description" : "The token that was retrieved in the login request."  

               }, {  

                  "name" : "deployRequest",  

                  "in" : "body",  

                  "required" : true,  

                  "description" : "An object defining the bot that is to be deployed and where.",  

                  "schema" : {  

                     "$ref" : "#/definitions/DeployRequest"  
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                  }  

               }  

            ],  

            "responses" : {  

               "200" : {  

                  "schema" : {  

                     "$ref" : "#/definitions/DeployResponse"  

                  },  

                  "description" : "Successful request.",  

                  "examples" : {  

                     "application/json" : {  

                        "deploymentFailOn" : [],  

                        "message" : "Task 'TestSetText.atmx' deployed successfully on selected client(s)."  

                     }  

                  }  

               },  

               "401" : {  

                  "schema" : {  

                     "$ref" : "#/definitions/ErrorResponse"  

                  },  

                  "description" : "Token is expired or invalid."  

               },  

               "402" : {  

                  "schema" : {  

                     "$ref" : "#/definitions/ErrorResponse"  

                  },  

                  "description" : "License expired."  

               },  

               "403" : {  

                  "schema" : {  

                     "$ref" : "#/definitions/ErrorResponse"  

                  },  

                  "description" : "Insufficient privileges on the task or runner, or missing deploy permission."  

               },  

               "500" : {  

                  "schema" : {  

                     "$ref" : "#/definitions/ErrorResponse"  

                  },  

                  "description" : "Other error."  

               }  

            }  

         }  

      }  

   },  

   "definitions" : {  

      "BotRunner" : {  

         "properties" : {  

            "client" : {  

               "type" : "string",  

               "description" : "The name of the bot runner."  

            },  

            "user" : {  

               "type" : "string",  

               "description" : "The user to run the bot."  

            }  

         },  

         "required" : [  

            "client",  

            "user"  

         ]  

      },  

      "DeployRequest" : {  

         "properties" : {  

            "taskRelativePath" : {  

               "type" : "string",  

               "description" : "The path of the task definition."  

            },  

            "botRunners" : {  

               "type" : "array",  

               "items" : {  

                  "$ref" : "#/definitions/BotRunner"  

               },  

               "description" : "The bot runners to deploy the task to."  

            },  

            "runWithRDP" : {  

               "type" : "boolean",  

               "default" : false,  

               "description" : "Flag to indicate if the RDP based approach should be used."  

            }  

         },  

         "required" : [  

            "taskRelativePath",  

            "botRunners"  

         ]  

      },  

      "DeployResponse" : {  

         "properties" : {  

            "deploymentFailOn" : {  
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               "type" : "array",  

               "items" : {  

                  "$ref" : "#/definitions/BotRunner"  

               },  

               "description" : "The bot runners where the deployment failed."  

            },  

            "message" : {  

               "type" : "string",  

               "description" : "The status of the request."  

            }  

         },  

         "required" : [  

            "deploymentFailOn",  

            "message"  

         ]  

      },  

      "ErrorResponse" : {  

         "properties" : {  

            "message" : {  

               "type" : "string",  

               "description" : "Description of the error."  

            }  

         },  

         "required" : [  

            "message"  

         ]  

      },  

      "LoginRequest" : {  

         "properties" : {  

            "username" : {  

               "type" : "string",  

               "description" : "The name of the user."  

            },  

            "password" : {  

               "type" : "string",  

               "description" : "The password of the user."  

            }  

         },  

         "required" : [  

            "username",  

            "password"  

         ]  

      },  

      "LoginResponse" : {  

         "properties" : {  

            "token" : {  

               "type" : "string",  

               "description" : "The access token."  

            }  

         },  

         "required" : [  

            "token"  

         ]  

      }  

   }  

}  

See also: 

• Bot Deployment API 

 

 

Integration and collaboration with Automation Anywhere 
AA can integrate and collaborate with a variety of back end systems.  Here we will look at some of the 

more common scenarios. 

Integration with IBM Operational Decision Management (ODM) 
ODM is a rules engine that can make decisions on behalf of applications.  Rather than have the rules that 

result in a decision outcome be embedded into your application code, ODM allows those to be 

separated out to an external decision service.  The application code then makes a service call to ODM 

and ODM responds to the calls with a decision outcome.  The rules that govern the decision are then 

https://support.automationanywhere.com/hc/en-us/articles/115000427054-Bot-Deployment-API
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exposed from ODM to business analysts as opposed to IT programmers.  This allows business rather 

than IT to take ownership of the nature of the rules. 

ODM exposes the decision services as network callable interfaces.  The inputs to the service are the 

properties that are needed to decide.  The output of the service call is the result of the decision. 

From an Automation Anywhere perspective, it can appear as a caller of an ODM decision service passing 

in parameter for the decision.  ODM takes it from there and executes its rules to formulate an outcome 

which is then returned to AA.  On receipt of the result, AA can then perform the next steps as a function 

of that result. 

I like to think in terms of work performed by a person when thinking about AA.  Imagine a request 

arrives to ship an order to a customer.  The cost of shipping is a function of where the goods are 

destined to be sent, the weight of the product and whether special handling is required.  The person 

consults a couple of spreadsheets, scribbles on some paper and sends the answer back to the pricing 

query. 

Now imagine a combined solution that involves AA and ODM.  The request arrives and is picked up by an 

automated task.  Realizing that a pricing decision needs to be made, AA invokes ODM passing in the 

details of the product and the shipping address.  The response from ODM includes the pricing 

calculation.  On receipt, the AA task formulates a response Email containing the pricing details and sends 

it back to the customer.  In this automation, no human involvement was needed.  The calculation of 

pricing became a "black box" to AA and is owned/governed by a business team and realized by ODM.  

Pricing calculations can be changed instantly by business users without requiring IT staff involvement.  

AA tasks do not have to be re-recorded or reworked because they were designed to leverage ODM to 

retrieve the decision outcome. 

See also: 

• Get Ready for the Cognitive Era - 2017-06 

• You Tube: Automation Anywhere and ODM - Part 1 

 

Integration with IBM Business Process Manager (BPM) 
IBM's BPM product is a process engine that provides the ability to describe business processes in BPMN 

and then add additional details to make them executable.  Within these processes, we can create 

"Human Tasks" which are steps in the process which cause it to block waiting for a user to perform some 

work.  While the process is blocked, a "task" is created that identifies that a user is to perform some 

work.  Associated with the task are one or more screens that BPM describes through a UI technology 

called "coaches".  IBM's primary intent is that a user will login to the BPM "Process Portal" to view a list 

of tasks against which they are eligible to work.  From this list, they will then pick a task and be 

presented with the corresponding screens.  Upon completion of the screens, the task will also be 

considered completed.  When the task is completed, the process will unblock and continue with its 

processing. 

http://bwcio.businessworld.in/article/Get-Ready-for-the-Cognitive-Era/28-06-2017-120995/
https://www.youtube.com/watch?v=WYpsTMjMCJ8
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Here is an image of a trivial BPM process.  The first step is called "Ship" and is a human task as indicated 

by the small person icon found in the upper left.  When this step is reached, the process blocks and a 

screen is ready to be shown to a user. 

 

An example screen (purely for illustration) might be: 

 

The screens are shown within a browser as web pages. 

With this extremely quick and superficial background on IBM BPM, let us now look at how we might 

interact with IBM BPM through automation anywhere. 

Claiming a BPM task and completing it 
The first use case will imagine that a BPM task has been created and we wish to automate its 

completion.  We can break this puzzle down into several sub steps.  The first is to identify which (if any) 

tasks are available for us to work upon.  The IBM BPM runtime maintains a set of tasks that we would 

normally see through process portal should we login to that application.  Here is an example of a normal 

process portal screen: 
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While it is attractive from an end-user perspective, it isn't easy to work with from an automation 

anywhere style. 

Fortunately, there are some solutions.  The first is to realize that the list of tasks available to a user can 

be retrieved by making a REST request to BPM.  This request returns a JSON object that must be parsed. 

 

Making BPM REST calls 
BPM exposes a wealth of capabilities that can be driven via REST calls.  While Automation Anywhere is 

all about driving a computer in the same fashion as a human can, it would be foolish for us simply to 

ignore REST capabilities.  If 95% of a solution could be solved through screen driving but some puzzle 

had as stumped but could be resolved through a REST request, we would be shooting ourselves in the 

foot not to avail ourselves of such a solution.  With that pre-amble, let us now look at how we would go 

about driving BPM through REST. 

Let us pick a simple REST request … for example "Retrieve System Details".  When called, this returns the 

system details of the target BPM server.  We must send this request to the BPM server using HTTPS and 

we must also provide credentials because each request to BPM must identify the caller as an authorized 

client. 

An example target would thus be: 

https://myserver:9443/rest/bpm/wle/v1/systems 

Translating that into a AA command, we would have: 
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and under the PARAMETER tab, we can supply a username and password that is valid in a BPM 

environment. 

 

If we then click the "Send Request" button, we can see an example response and choose the variable 

into which that response will be saved when executed at run-time: 
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In this example, we are presented with a JSON response.  We can use a JSON editor (many of which can 

be found on-line) to visualize. 
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Since the data we get back is JSON, we will need to parse it to extract the fields and values for which we 

are interested. 

See also: 

• REST Web Service 

• Knowledge Center: BPM REST Requests 

• JSON Editor Online 

Working with Web Pages 
When working with a web page, as and end user, what we see is a browser.  The browser may be of 

different flavors such Internet Explorer, Chrome or Firefox but, ostensibly, they are all the same.  The 

way a browser works is to send a request over a TCP/IP network (commonly the Internet) which targets 

a software component called a Web Server.  The Web Server retrieves (or builds) a data stream that is 

composed of text that is then sent back to the browser.  The browser then interprets that text to render 

content on your screen.  The text that is sent from the server back to the browser is an encoding 

language called HTML.  HTML is a description of how to draw the screen. 

For example, the web page that looks like this: 

 

is composed of HTML that looks like this: 

https://www.ibm.com/support/knowledgecenter/en/SSFPJS_8.6.0/com.ibm.wbpm.ref.doc/rest/bpmrest/rest_bpm_wle.htm
http://jsoneditoronline.org/
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Obviously, the underlying HTML is meant to be interpreted by the browser to produce the rendering of 

the screen, however HTML is not a black-box.  HTML is the under-pinning of all web pages ever seen and 

as such is understood by almost every single IT professional on the planet.  Some web pages are trivially 

simple while others are mind-bogglingly sophisticated (read as complex) but they all share the same 

core which is HTML. 

By understanding that a page is composed of HTML gives us a framework to work against when it comes 

to automation. 

Let's look at a trivial example.  Here is a small web page.  It is obviously not attractive, but it is 

functional.  It allows us to enter a name, a quantity and a size and submit the results. 

 

and here is the HTML that was used to produce this visual: 

<!DOCTYPE html> 

<html> 

<head> 

<meta charset="UTF-8"> 

<title>My Page Title</title> 

</head> 

<body> 

 <form> 

  <div> 

   Name: <input type="text" name="name"> 

  </div> 

  <div> 

   Quantity: <input type="text" name="quantity"> 

  </div> 

  <div> 
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   Size: <input type="text" name="size"> 

  </div> 

  <input type="submit"> 

 </form> 

</body> 

</html> 

While you may not understand every line of HTML (but if you are technical, you probably will), you 

should see some relationship between the description of the page (HTML) and what the user sees (the 

rendering).  My purpose here is to expose you to the notion that what you see on the screen is a visual 

interpretation of the instructions encoded in HTML. 

Now let us flip it around.  If we open a browser and visit an arbitrary web page; for example, this page at 

eBay: 

 

… although what we see is an attractive page, we should realize that what lies beneath is always going to 

be an HTML document that describes what the page looks like and how we can interact with it.  When 

you see some text on the page such as the price of a product, then you should realize that the data you 

are seeing on the screen will have been sent to the browser as HTML… which includes data we may wish 
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to automatically extract.  When you click on a button on the screen, what you are really doing is sending 

an event to an HTML described element whose identity is also contained within the HTML.  What this 

means to us is that instead of seeing the web page in its visual representation (which we humans an 

interpret and work with quickly and easily), we could also see the web page in terms of its underlying 

HTML.  Where we as humans would intuitively type some text in a field called "search", that could be 

the same as saying: 

Find the HTML element in the document that as a Text input field with an identity of "search" and set its 

text value to our desired value. 

And now we start to get to the crunch … if we have some appreciation of the structure of a web page in 

terms of its underlying HTML nature then we can automate the interaction with the data in terms of 

HTML structure as opposed to any form of visual representation. 

 

The DOM model 
I lied.  Sorry.  In the previous section I said that HTML is what a browser uses to describe what a page 

looks like.  In fact, that is only a half truth.  HTML is what a programmer or UI designer might write to 

describe a screen to a browser, but HTML is not what the browser uses to describe what the end user 

sees.  Instead, we must introduce the concept of the Document Object Model (DOM). 

Computer programs don't think in text.  They think in data structures and more precise and compact 

information than that.  An HTML document is a good enough means of transmission of information but 

when received by the browser, the browser interprets the text and builds a model of what the text 

represents.  This model represents the HTML Document as a tree structure of objects related together in 

parent/child relationships.  While there is a one to one relationship between an HTML document and 

DOM, modern HTML documents also contain code written in JavaScript that can dynamically change the 

DOM.  Specifically, the JavaScript can add additional nodes into the DOM tree, remove existing ones and 

otherwise manipulate the structure in a wide variety of ways.  When the DOM is manipulated, the 

browser instantly changes the visualization to re-render the new DOM.  For example, the change of text 

of a DOM node by a script will result in the text changing on the screen shown by the browser.  Since the 

scripts can and do update the DOM, we can no longer say that what is on the screen is precisely a 

representation of the HTML sent by the web server.  Instead, the HTML provides the initial DOM and 

then the execution of the scripts will manipulate the DOM from there on … sometimes in small ways and 

in other cases in very dramatic ways. 

Bringing our story back to Automation Anywhere, instead of thinking about accessing the HTML of the 

page to obtain information for our RPA, we should instead think about accessing the DOM. 

Fortunately, AA provides a wealth of capabilities to work with the DOM including: 

• Getting DOM properties 

• Setting DOM properties 

• Looping over sets of DOM properties 

• Conditionals (if/else) on the values of DOM properties 

We will find these capabilities in some of the AA commands and subcommands. 
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XPath 
The DOM is a hierarchical tree structure.  That means that there is a distinguished node that is the root 

of the tree and every other node is a child down the tree of the root node.  If you examine any node in 

the tree, there will always be a distinct path to that node starting from the root.  The path that we 

follow from the root can thus be used to unambiguously identify any given node.  A language called 

XPath was constructed to provide a description of such a path. 

A quick summary: 

• /x - Find all nodes called "x" as a child of root 

• /x/y - Find all nodes called "y" as a child of "x" 

• /x/y[2] - Find the 2nd node called "y" that is a child of "x" 

• /x[@b='c'] - Find all nodes that are a child of root that have an attribute called "b" that has a 

value of "c". 

• /*/y - Find all nodes called "y" that are children of children of root. 

See also: 

• XPath tutorial 

• Document Object Model XPath 

 

Web page access patterns 
When we have a puzzle to solve in one situation it is not uncommon that the same puzzle will recur at 

different times in different projects.  They may not all look the same, but they may simply be instances 

of the same underlying pattern.  Here we will collect some of the more common patterns and how they 

can be addressed. 

Repeating data 
It is relatively easy to extract a single piece of data from a web page. All we need do is determine how to 

address it and the job is almost done.  Repeating data is a harder nut to crack. 

Let us imagine we have a pizza ordering site and at the end we are presented with the following data: 

 

Our puzzle is how do we extract that information from the page.  What makes the puzzle interesting is 

that the number of items isn't static.  My pizza may have the three toppings listed above but yours won't 

(anchovies … really).  We will have to perform a little more work to extract the data.  First, let us 

examine some HTML that could have resulted in the above: 

<body> 

   <div> 

      <div> 

         <span id="item">Pepperoni</span> 

         <span id="coverage">full</span> 

      </div> 
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      <div> 

         <span id="item">Mushroom</span> 

         <span id="coverage">full</span> 

      </div> 

      <div> 

         <span id="item">Anchovies</span> 

         <span id="coverage">half</span> 

      </div> 

   </div> 

</body> 

And from this HTML, we can imagine the following DOM tree being created: 

 

Notice that the number of <div> elements at level 3 matches the number of data records presented in 

the browser.  This is what we will use to work against our data. 

Within the AA commands we have loop constructs.  Each time we traverse the loop a variable called 

$Counter$ is incremented by one.  We can use this as the indication of which child we are currently 

working upon. 

Looking deeper at the loop commands, we find a "Loop While Object Properties" building block.  Using 

this construct, we can loop over a browser's DOM structure.  The DOMXPath expression we can use 

would be: 

/html/body/div/div[$Counter$] 

Initially, this would expand to the expression: 

/html/body/div/div[1] 

which exists.  Next time round the loop we would have: 

/html/body/div/div[2] 

which also exists. 



81 
 

Once more we would evaluate: 

/html/body/div/div[3] 

and again, we are successful.  However, when we evaluate: 

/html/body/div/div[4] 

we will determine that there is no 4th child and the loop will terminate.  This is exactly the result we 

were looking for.  If the count of items in our list were different, the loop would continue to behave as 

we desire. 

Here is what a definition may look like: 

 

Note: I am disappointed in the visual representation of this control.  The table can't be 

expanded and the Visualize image never seems to provide any great use to me.  It is difficult to see and 

edit the DOMXPath value.  I usually copy the value out to a notepad, edit it there and paste it back in. 

Within the body of the loop, we can then retrieve the values of the fields using the Object Cloning 

command: 
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For example, to retrieve the item we would use: 

/html/body/div/div[$Counter$]/div[@id='item'] 

 

 

Remembered state 
Browsers are awesome.  They are super convenient and make life that much easier.  They even seem to 

be able to act as memories for us.  If I order a pizza online and then wish to order a pizza again next 

week, they seem to have remembered most of my details.  For a person, this is a benefit but for RPA, 

this is a challenge.  RPA works on the assumption that interactions between a user and a screen are as 

repeatable as possible.  This starts to fail when browsers become smarter and remember what has been 

entered previously or make assumptions based upon historic knowledge.  Two visits to the same web 

site, one after another may no longer result in the same content being presented.  On the first visit 

there may be logins and questions (what is your Pizza delivery address) while on subsequent visits, the 

browser recalls that previously entered information.  If we use Automation Anywhere to record our 

initial interaction with a web site, those instructions may not be present on subsequent interactions and 

require us to handle as special cases. 

Web pages change 
One of the strengths of the world wide web is just how easy it is to change content.  We often visit a 

news web site several times a day to check-in to see what has happened.  We have an expectation that 

the content will change often.  It is very similar with production web-sites.  Sometimes simple tweaks 

are made, and sometimes radical redesigns are made.  These changes invariably occur without anyone 

giving thought to any impacts these changes may have on RPA solutions.  Web pages are designed for 
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human consumption.  They are designed to be as intuitive and easy to use for a person as possible.  No 

thought is given to the internal structure of the HTML page other than to ask, "will it load quickly". 

As a concrete example, have a look at the Web Archive found here: 

https://web.archive.org/ 

Go and visit a web page that you frequent today and then use this archive to compare it to how it 

looked a year ago, five years ago and ten years ago.  In most cases, there will be little resemblance.  For 

RPA, this is a big problem.  It makes our solutions extremely brittle.  Should we write a task that relies of 

the structure of a web page and that web page structure changes, our solutions will start to fail, or in a 

poorer scenario, appear to work but generate the wrong data.  If the web page dialog asks, "Launch 

missile" and the UI designer switches the "Yes/No" buttons to "No/Yes", we could be in real trouble. 

For some of these situations, we can reduce the impact of changes in our creation of AA tasks.  Instead 

of being loose in our instructions (e.g. press the 2nd button) we can be more restrictive in our element 

selection (e.g. press the button with identifier of "yes").  This will still cause us to break if the 

programmer changed the identity of a button (e.g. from "yes" to "affirmative") but would reduce the 

likelihood of pressing the wrong button which could result in a worse outcome.  It is better for an 

automation task to fail and inform a person that to quietly appear to succeed but with the wrong 

results.  When the problem is eventually discovered, we may have an impossible task to determine 

which tasks were inappropriately performed in the past. 

• Working with JSON data 

 

Starting a BPM process instance from AA 
There are many ways to initiate a BPM process instances from outside of BPM.  We can launch a process 

instance by the identity of the process type.  We can also submit a BPM UCA event that one or more 

processes can use to trigger work. 

Let's start by looking at UCA triggering.  Within BPM we can define a UCA.  Here is an example of one: 

 

Some important fields have been marked.  The first is the event message id shown at the bottom.  This 

generated UUID is the identity of the UCA as known to BPM.  When we send in an event, the event must 
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carry this value to indicate that the event we sent in corresponds to this UCA type.   Next, we look at the 

variable type.  Here we have defined a simple string.  Finally, note the name of the parameter is "Input".  

This will be the name of the payload we will eventually pass in. 

With the UCA defined, we can now create a process model that is launched by the arrival of that event: 

 

The "Start Event" is configured to be triggered when the UCA is detected. 

Now let us look at how we can externally submit an event for processing.  BPM exposes a REST API 

called "Process - POST(sendMessage)" that has the following signature: 

POST /rest/bpm/wle/v1/process?action=sendMessage&message={string} 

The payload is an XML document which will contain: 

• The name of processApp acronym to which this event will be delivered. 

• The identity of the event being published. 

• snapshot name (optional) 

• UCA name (optional) 

• Parameters 

Let us take a concrete look at this. 

<eventmsg> 

   <event processApp="acronym">eventName</event> 

   <parameters> 

   </parameters> 

</eventmsg> 

For example, if I have a processApp with acronym AAS1 and an event id of d6927be3-f0b9-47fb-986a-

cfe33036f228, then a message may look like: 

<eventmsg> 

   <event processApp="AAS1">d6927be3-f0b9-47fb-986a-cfe33036f228</event> 

   <parameters> 

      <parameter> 

         <key>Input</key> 

         <value>my value</value> 

      </parameter> 

   </parameters> 

</eventmsg> 

What remains is for us to map this to AA to make the call.  We will break that up into two distinct parts.  

First there will be the construction of the XML message that describes which UCA we wish to invoke and 

with which parameters.  The second is the invocation of the BPM REST request that will actually fire the 

UCA. 

Fortunately, all of this can be accomplished in just a few lines of code: 
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See also: 

• Use RPA to launch a BPM process 

• BPM REST: Process - POST(sendMessage) 

• YouTube: Automation Anywhere and BPM - Part 3 

 

Starting a Bot from BPM - Using the control room APIs 
Consider the notion of firing off an AA Bot from within the content of BPM, how could we do that? 

One way is to use the Control Room APIs that are exposed.  These APIs are exposed through REST calls 

and allow us to perform a few tasks.  One of those tasks is to launch a Bot. 

See also: 

• Control Room APIs 

• Use RPA to assist a business user when completing a BPM task 

 

Starting a Bot from BPM - Using a REST launcher 
Another way to launch Bots is to invoke the Task as a Windows application.  When we create a task, it 

manifests itself as a file with extension ".atmx".  This extension is associated with Automation Anywhere 

on a machine with AA installed.  Launching/running a file with that extension causes Automation 

Anywhere to run it.  With that notion in mind, we can launch a Bot from BPM by causing the windows 

machine on which we wish it to run to simply "launch the .atmx file".  There are a variety of techniques 

for launching files remotely.  Here will look at one which is great for testing.  We will use Node-RED.  The 

following illustrates the trivial flow that could be used to launch our atmx file: 

 

This says that a call to the REST endpoint called /AA/invoke will result in the executable being run.  We 

can test it from a simple browser call.   Should we wish to launch it from a browser, all that would be 

required would be a piece of JavaScript code like the following: 

var client = new XMLHttpRequest(); 

client.onload = function() { 

   console.log("Status: " + this.status); 

https://developer.ibm.com/bpm/resources/use-rpa-to-launch-a-bpm-process/
https://www.ibm.com/support/knowledgecenter/en/SSFPJS_8.6.0/com.ibm.wbpm.ref.doc/rest/bpmrest/rest_bpm_wle_v1_process_post_sendmessage.htmhttps:/www.ibm.com/support/knowledgecenter/en/SSFPJS_8.6.0/com.ibm.wbpm.ref.doc/rest/bpmrest/rest_bpm_wle_v1_process_post_sendmessage.htm
https://www.youtube.com/watch?v=9n6xdLETtAI
https://developer.ibm.com/bpm/resources/use-rpa-assist-business-user-completing-bpm-task/
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} 

client.open("GET", "http://localhost:1880/AA/invoke"); 

client.send(); 

See also: 

• You Tube: Working with BPM - Part 4 

 

Cognitive integration with RPA 
Imagine yourself performing a task at your PC.  You open an application, see some information, open 

another application, enter some text and numbers and repeat for the next set of data.  When stated like 

this, it certainly sounds like a great candidate for automation however what we are not describing here 

is your decision process.  It is unlikely that you mindlessly transcribe data "as-is" from one app to 

another (that's not to say such things don't happen an RPA is an obvious solution to those problems).  

Instead, you are reading the input data and contemplating it before deciding what to do next.  Let's talk 

about the notion of "contemplating".  What I mean here is that you are thinking about the information.   

You are using your mind/brain to filter and relate the information with other information.  You may be 

mentally following rules, instructions or recipes … or you may be following your professional experience 

from the past.  Either way, you are applying a "cognitive process" to get from the start of the task to the 

end. 

In some cases, you could write down the rules you are following.  For example, if you are determining 

whether to send a customer a refund, you might mentally be asking: 

• Did they purchase recently? 

• Have we seen this problem before? 

• Have they demonstrated a proof of purchase? 

• Have we had concerns with this customer in the past? 

• Is this a platinum customer that does business with us extensively that might warrant special 

attention? 

The answers to some of the above will dictate your next steps.  Automation Anywhere is great for 

handling the mechanics of automating a task.  For example, it can process incoming emails and drive 

arbitrary back-end technologies to cause shipment of new goods … but the enigmatic "sauce" that 

allows people like us to determine the correctness of what to do is missing.  It is here we need to 

integrate the services of cognitive engines that exist outside of the domain of RPA to make those 

decisions on behalf of Automation Anywhere.  AA will drive such services passing in the information they 

need to make such a decision.  When the decision is made, AA will receive the response and perform the 

remaining actions and activities based on the response returned.  Putting it another way, AA delegated 

the decision making to an appropriate component that exists for just that purpose. 

 

https://www.youtube.com/watch?v=ya-Bam-d3p4
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Working with Web Pages 
When working with a web page, as and end user, what we see is a browser.  The browser may be of 

different flavors such Internet Explorer, Chrome or Firefox but, ostensibly, they are all the same.  The 

way a browser works is to send a request over a TCP/IP network (commonly the Internet) which targets 

a software component called a Web Server.  The Web Server retrieves (or builds) a data stream that is 

composed of text that is then sent back to the browser.  The browser then interprets that text to render 

content on your screen.  The text that is sent from the server back to the browser is an encoding 

language called HTML.  HTML is a description of how to draw the screen. 

For example, the web page that looks like this: 

 

is composed of HTML that looks like this: 
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Obviously, the underlying HTML is meant to be interpreted by the browser to produce the rendering of 

the screen, however HTML is not a black-box.  HTML is the under-pinning of all web pages ever seen and 

as such is understood by almost every single IT professional on the planet.  Some web pages are trivially 

simple while others are mind-bogglingly sophisticated (read as complex) but they all share the same 

core which is HTML. 

By understanding that a page is composed of HTML gives us a framework to work against when it comes 

to automation. 

Let's look at a trivial example.  Here is a small web page.  It is obviously not attractive, but it is 

functional.  It allows us to enter a name, a quantity and a size and submit the results. 

 

and here is the HTML that was used to produce this visual: 

<!DOCTYPE html> 

<html> 

<head> 

<meta charset="UTF-8"> 

<title>My Page Title</title> 

</head> 

<body> 

 <form> 

  <div> 

   Name: <input type="text" name="name"> 

  </div> 

  <div> 

   Quantity: <input type="text" name="quantity"> 

  </div> 

  <div> 
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   Size: <input type="text" name="size"> 

  </div> 

  <input type="submit"> 

 </form> 

</body> 

</html> 

While you may not understand every line of HTML (but if you are technical, you probably will), you 

should see some relationship between the description of the page (HTML) and what the user sees (the 

rendering).  My purpose here is to expose you to the notion that what you see on the screen is a visual 

interpretation of the instructions encoded in HTML. 

Now let us flip it around.  If we open a browser and visit an arbitrary web page; for example, this page at 

eBay: 

 

… although what we see is an attractive page, we should realize that what lies beneath is always going to 

be an HTML document that describes what the page looks like and how we can interact with it.  When 

you see some text on the page such as the price of a product, then you should realize that the data you 

are seeing on the screen will have been sent to the browser as HTML… which includes data we may wish 
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to automatically extract.  When you click on a button on the screen, what you are really doing is sending 

an event to an HTML described element whose identity is also contained within the HTML.  What this 

means to us is that instead of seeing the web page in its visual representation (which we humans an 

interpret and work with quickly and easily), we could also see the web page in terms of its underlying 

HTML.  Where we as humans would intuitively type some text in a field called "search", that could be 

the same as saying: 

Find the HTML element in the document that as a Text input field with an identity of "search" and set its 

text value to our desired value. 

And now we start to get to the crunch … if we have some appreciation of the structure of a web page in 

terms of its underlying HTML nature then we can automate the interaction with the data in terms of 

HTML structure as opposed to any form of visual representation. 

 

The DOM model 
I lied.  Sorry.  In the previous section I said that HTML is what a browser uses to describe what a page 

looks like.  In fact, that is only a half truth.  HTML is what a programmer or UI designer might write to 

describe a screen to a browser, but HTML is not what the browser uses to describe what the end user 

sees.  Instead, we must introduce the concept of the Document Object Model (DOM). 

Computer programs don't think in text.  They think in data structures and more precise and compact 

information than that.  An HTML document is a good enough means of transmission of information but 

when received by the browser, the browser interprets the text and builds a model of what the text 

represents.  This model represents the HTML Document as a tree structure of objects related together in 

parent/child relationships.  While there is a one to one relationship between an HTML document and 

DOM, modern HTML documents also contain code written in JavaScript that can dynamically change the 

DOM.  Specifically, the JavaScript can add additional nodes into the DOM tree, remove existing ones and 

otherwise manipulate the structure in a wide variety of ways.  When the DOM is manipulated, the 

browser instantly changes the visualization to re-render the new DOM.  For example, the change of text 

of a DOM node by a script will result in the text changing on the screen shown by the browser.  Since the 

scripts can and do update the DOM, we can no longer say that what is on the screen is precisely a 

representation of the HTML sent by the web server.  Instead, the HTML provides the initial DOM and 

then the execution of the scripts will manipulate the DOM from there on … sometimes in small ways and 

in other cases in very dramatic ways. 

Bringing our story back to Automation Anywhere, instead of thinking about accessing the HTML of the 

page to obtain information for our RPA, we should instead think about accessing the DOM. 

Fortunately, AA provides a wealth of capabilities to work with the DOM including: 

• Getting DOM properties 

• Setting DOM properties 

• Looping over sets of DOM properties 

• Conditionals (if/else) on the values of DOM properties 

We will find these capabilities in some of the AA commands and subcommands. 
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XPath 
The DOM is a hierarchical tree structure.  That means that there is a distinguished node that is the root 

of the tree and every other node is a child down the tree of the root node.  If you examine any node in 

the tree, there will always be a distinct path to that node starting from the root.  The path that we 

follow from the root can thus be used to unambiguously identify any given node.  A language called 

XPath was constructed to provide a description of such a path. 

A quick summary: 

• /x - Find all nodes called "x" as a child of root 

• /x/y - Find all nodes called "y" as a child of "x" 

• /x/y[2] - Find the 2nd node called "y" that is a child of "x" 

• /x[@b='c'] - Find all nodes that are a child of root that have an attribute called "b" that has a 

value of "c". 

• /*/y - Find all nodes called "y" that are children of children of root. 

See also: 

• XPath tutorial 

• Document Object Model XPath 

 

Web page access patterns 
When we have a puzzle to solve in one situation it is not uncommon that the same puzzle will recur at 

different times in different projects.  They may not all look the same, but they may simply be instances 

of the same underlying pattern.  Here we will collect some of the more common patterns and how they 

can be addressed. 

Repeating data 
It is relatively easy to extract a single piece of data from a web page. All we need do is determine how to 

address it and the job is almost done.  Repeating data is a harder nut to crack. 

Let us imagine we have a pizza ordering site and at the end we are presented with the following data: 

 

Our puzzle is how do we extract that information from the page.  What makes the puzzle interesting is 

that the number of items isn't static.  My pizza may have the three toppings listed above but yours won't 

(anchovies … really).  We will have to perform a little more work to extract the data.  First, let us 

examine some HTML that could have resulted in the above: 

<body> 

   <div> 

      <div> 

         <span id="item">Pepperoni</span> 

         <span id="coverage">full</span> 

      </div> 

https://www.w3schools.com/xml/xpath_intro.asp
https://www.w3.org/TR/DOM-Level-3-XPath/xpath.html
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      <div> 

         <span id="item">Mushroom</span> 

         <span id="coverage">full</span> 

      </div> 

      <div> 

         <span id="item">Anchovies</span> 

         <span id="coverage">half</span> 

      </div> 

   </div> 

</body> 

And from this HTML, we can imagine the following DOM tree being created: 

 

Notice that the number of <div> elements at level 3 matches the number of data records presented in 

the browser.  This is what we will use to work against our data. 

Within the AA commands we have loop constructs.  Each time we traverse the loop a variable called 

$Counter$ is incremented by one.  We can use this as the indication of which child we are currently 

working upon. 

Looking deeper at the loop commands, we find a "Loop While Object Properties" building block.  Using 

this construct, we can loop over a browser's DOM structure.  The DOMXPath expression we can use 

would be: 

/html/body/div/div[$Counter$] 

Initially, this would expand to the expression: 

/html/body/div/div[1] 

which exists.  Next time round the loop we would have: 

/html/body/div/div[2] 

which also exists. 



93 
 

Once more we would evaluate: 

/html/body/div/div[3] 

and again, we are successful.  However, when we evaluate: 

/html/body/div/div[4] 

we will determine that there is no 4th child and the loop will terminate.  This is exactly the result we 

were looking for.  If the count of items in our list were different, the loop would continue to behave as 

we desire. 

Here is what a definition may look like: 

 

Note: I am disappointed in the visual representation of this control.  The table can't be 

expanded and the Visualize image never seems to provide any great use to me.  It is difficult to see and 

edit the DOMXPath value.  I usually copy the value out to a notepad, edit it there and paste it back in. 

Within the body of the loop, we can then retrieve the values of the fields using the Object Cloning 

command: 
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For example, to retrieve the item we would use: 

/html/body/div/div[$Counter$]/div[@id='item'] 

 

 

Remembered state 
Browsers are awesome.  They are super convenient and make life that much easier.  They even seem to 

be able to act as memories for us.  If I order a pizza online and then wish to order a pizza again next 

week, they seem to have remembered most of my details.  For a person, this is a benefit but for RPA, 

this is a challenge.  RPA works on the assumption that interactions between a user and a screen are as 

repeatable as possible.  This starts to fail when browsers become smarter and remember what has been 

entered previously or make assumptions based upon historic knowledge.  Two visits to the same web 

site, one after another may no longer result in the same content being presented.  On the first visit 

there may be logins and questions (what is your Pizza delivery address) while on subsequent visits, the 

browser recalls that previously entered information.  If we use Automation Anywhere to record our 

initial interaction with a web site, those instructions may not be present on subsequent interactions and 

require us to handle as special cases. 

Web pages change 
One of the strengths of the world wide web is just how easy it is to change content.  We often visit a 

news web site several times a day to check-in to see what has happened.  We have an expectation that 

the content will change often.  It is very similar with production web-sites.  Sometimes simple tweaks 

are made, and sometimes radical redesigns are made.  These changes invariably occur without anyone 

giving thought to any impacts these changes may have on RPA solutions.  Web pages are designed for 
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human consumption.  They are designed to be as intuitive and easy to use for a person as possible.  No 

thought is given to the internal structure of the HTML page other than to ask, "will it load quickly". 

As a concrete example, have a look at the Web Archive found here: 

https://web.archive.org/ 

Go and visit a web page that you frequent today and then use this archive to compare it to how it 

looked a year ago, five years ago and ten years ago.  In most cases, there will be little resemblance.  For 

RPA, this is a big problem.  It makes our solutions extremely brittle.  Should we write a task that relies of 

the structure of a web page and that web page structure changes, our solutions will start to fail, or in a 

poorer scenario, appear to work but generate the wrong data.  If the web page dialog asks, "Launch 

missile" and the UI designer switches the "Yes/No" buttons to "No/Yes", we could be in real trouble. 

For some of these situations, we can reduce the impact of changes in our creation of AA tasks.  Instead 

of being loose in our instructions (e.g. press the 2nd button) we can be more restrictive in our element 

selection (e.g. press the button with identifier of "yes").  This will still cause us to break if the 

programmer changed the identity of a button (e.g. from "yes" to "affirmative") but would reduce the 

likelihood of pressing the wrong button which could result in a worse outcome.  It is better for an 

automation task to fail and inform a person that to quietly appear to succeed but with the wrong 

results.  When the problem is eventually discovered, we may have an impossible task to determine 

which tasks were inappropriately performed in the past. 

Working with JSON data 
AA has first class support for XML formatted data.  We can parse an XML document and construct a new 

XML document.  Strangely, similar support for working with JSON data does not appear to be present.  

JSON is a common data representation that is sent and received via REST requests and interactions with 

JavaScript services.  When we make a REST request and get a response back that is JSON encoded, we 

are challenged on how to work with that.  Superficially, the response is a string, but the content of that 

string is JSON.  Solutions that have been seen in the wild that circumvent this limitation include 

MetaBots that leverage DLLs that parse JSON. 

One such example is available here: 

https://git.ng.bluemix.net/IBMBPMCommunity/rpa-

IntegrationSamples/blob/master/docs/metabots/JSON.md 

In this we can use JSONPath expressions to access the content.  Here is an example.  Imagine we have a 

variable that is a string that contains: 

{ 

   "name": "Neil", 

   "address": { 

      "city": "Fort Worth", 

      "state": "TX", 

      "zip": 76123 

   } 

} 

https://web.archive.org/
https://git.ng.bluemix.net/IBMBPMCommunity/rpa-IntegrationSamples/blob/master/docs/metabots/JSON.md
https://git.ng.bluemix.net/IBMBPMCommunity/rpa-IntegrationSamples/blob/master/docs/metabots/JSON.md
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If we wish to obtain fields from within this object, we can bring in the "JSON" MetaBot and use the 

"Logics" contained within.  For example, we can use "Get Property Value" to retrieve named fields.  To 

obtain the "zip", we might use "$.address.zip" as the path: 

 

See also: 

• JSONPath 

 

 

Task Commands 
Whether a task is recorded or manually created with the Task editor, it is composed of a sequence of 

commands that are executed one after the other.  These commands form the building blocks for the 

simplest to most complex tasks.  There are many commands available to us.  It is recommended to skim 

them to familiarize yourself with their categories and existence.  There shouldn't be a need to try and 

commit their configurations to memory.  Instead, when you find yourself needing a command for a task 

you can come to its reference material to study or review.  Over time you will find that there are certain 

commands you will use more often than others and these will become familiar to you. 

In the next set of sections, we identify all the commands currently available in AA.  We provide a screen 

shot of what their properties look like so you can see in context the options available.  Where there are 

interesting usage patterns for a command we will note them. 

Active Directory 

Create User 

Modify User 

Create Group 

Modify Group 

Create Object 

Modify Object 

Search 

Get Property 

Citrix Automation 
 

http://goessner.net/articles/JsonPath/
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Clipboard 
Your windows PC maintains a clipboard into which data can be copied and subsequently pasted.  This 

can be used to great effect when running a task.  The content of the clipboard can be referenced as a 

variable called $Clipboard$. 

 

Clear Clipboard 
Clear the content of the clipboard.  Any data currently stored there will be lost/deleted. 

 

 

Assign To Clipboard 
Copy the contents of a variable to the clipboard. 
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Assign From Clipboard 
Copy the contents of the clipboard to a named variable. 

 

 

Comment 
When programming, adding comments to your code is vital to aid your own memory when you later 

return to working upon the task or when someone new is reading the task logic you previously created.  

When we author tasks, we can use the Comment command to record information that explains what is 

going on.  The Comment command is ignored during task execution. 

 

 

We see the comments within the Task Action List.  Comments are quickly spotted because of their green 

color. 
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Related to a comment is the ability to disable individual commands.  By bringing up the context menu on 

a command, we will find it has a "disable" option: 

 

 

If an action is disabled, its description in the task action list will turn green (like that of a comment) 

indicating that it will not be executed as part of the regular task processing. 

 

 

Database 
The database set of commands allows us to interact with database systems.  It is anticipated that you 

will have multiple database systems in your environment.  These may be from a variety of vendors and 

contain your business data.  Examples might include customer information such as addresses or product 

information such as prices or weights.  If we think about tasks that we perform at the PC, some of those 

may involve interacting with those databases.  Examples might include the insertion of a new row into 
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the human resources database when a new employee joins the company or deletion of a row in the 

same database when someone retires.  We might query a row in a table to determine if there are any 

special handling requirements for shipping a product. 

In most cases, we will likely interact with this data through custom applications which already provide 

front-ends.  No-one expects to perform SQL INSERT, SQL SELECT or SQL DELETE commands from a 

command line in a business workplace.  One of the primary reasons for this is that these are rich and 

complex commands that are easy to get wrong and damage the integrity of our data.  However, don't 

forget that our story is one of automation.  A user won't be typing these commands at the keyboard.  

Instead, Automation Anywhere will be performing these commands as a step in the task and hence the 

command can be validated at design and coding time. 

 

Working with DB2 
To connect to a DB2 database, we need to install the IBM Data Server Driver for ODBC and CLI.  This is 

freely downloadable from IBM.  Experimentation seems to show that we must use the 32bit version of 

the drivers.  The version I got didn't have an installer; it is merely a ZIP file.  When we extract that, we 

get a folder called "clidriver" which you should place in a permanent location (eg. 

C:\IBM\DB2\clidriver). 

To register the DB2 ODBC driver with Windows so that it can be invoked, we run the command: 

db2cli install -setup 

After running, I was presented with: 

IBM DATABASE 2 Interactive CLI Sample Program 

(C) COPYRIGHT International Business Machines Corp. 1993,1996 

All Rights Reserved 

Licensed Materials - Property of IBM 

US Government Users Restricted Rights - Use, duplication or 

disclosure restricted by GSA ADP Schedule Contract with IBM Corp. 

 

=============================================================================== 

"IBM Data Server Driver for ODBC and CLI" is registered successfully. 

 

Necessary configuration folders and sample files are created successfully. 

=============================================================================== 

Very old school. 

The configuration of ODBC on Windows for DB2 isn't much better.  We must create a file called 

db2dsdriver.cfg and place this in the <clidriver>/cfg directory.  This file can be generated on your 

DB2 server by running: 

db2dsdcfgfill -i <instanceName> -o /tmp 

The result will be a file called /tmp/db2dsdriver.cfg. 

The instanceName is the instance name of your DB2 database.  If you can't remember what that is, then 

run db2ilist to get a reminder.  An example of a resulting db2dsdriver.cfg as generated for me in my 

test environment was: 
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<configuration> 

  <dsncollection> 

    <dsn alias="BPMDB" name="BPMDB" host="LOCALHOST" port="0"> 

      <parameter name="CommProtocol" value="IPC"/> 

      <parameter name="IPCInstance" value="db2admin"/> 

    </dsn> 

  </dsncollection> 

  <databases> 

    <database name="BPMDB" host="LOCALHOST" port="0"/> 

  </databases> 

</configuration> 

Finally, we need to create an ODBC entry.  Be careful here because Windows has two distinct tools for 

ODBC entry creation.  One is for 64bit drivers and the other for 32bit drivers.  It has been my experience 

that only the 32bit drivers will work with AA which makes me believe it is a 32bit application. 

If we look in the Windows administrative tools, we will see both applications: 

 

To add a data source name, open the tool: 

 

From there we can pick the DB2 driver: 
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Finally, we can enter the name for our Data Set Name. 

 

 

See also: 

• Download initial Version 11.1 clients and drivers 

• DB2 ODBC CLI driver Download and Installation information 

• Registering the IBM Data Server Driver for ODBC and CLI with the Microsoft ODBC driver 

manager 

 

Connect 
Before we can perform work against tables, we must first connect to the desired database. 

https://www-01.ibm.com/support/docview.wss?uid=swg21385217
https://www-01.ibm.com/support/docview.wss?uid=swg21418043
https://www.ibm.com/support/knowledgecenter/en/SSEPGG_11.1.0/com.ibm.db2.luw.apdv.cli.doc/doc/t0024164.html
https://www.ibm.com/support/knowledgecenter/en/SSEPGG_11.1.0/com.ibm.db2.luw.apdv.cli.doc/doc/t0024164.html
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The Connection String provides the low-level details needed to form the connection.  The button to the 

right provides a wizard that will guide us through the steps necessary to connect.  For example, when 

launched we can select the ODBC drivers: 

 

and from there, select the Data Source Names that we have previously defined. 
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See also: 

• IBM OLE DB Provider for DB2 

 

Disconnect 
Once we have finished interacting with the tables, we can disconnect from the database. 

 

 

https://www.ibm.com/support/knowledgecenter/en/SSEPGG_11.1.0/com.ibm.swg.im.dbclient.adonet.doc/doc/c0006745.html
https://www.ibm.com/support/knowledgecenter/en/SSEPGG_11.1.0/com.ibm.swg.im.dbclient.adonet.doc/doc/c0006745.html
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SQL Query 
A SQL query performs a query against the database.  We must have a working knowledge of the SQL 

SELECT statement and syntax.  The resulting data is saved in a system variable called $Dataset Column$. 

Note: Running tests, I am not able to see the values in this variable after execution but they do appear to 

be present when we perform our loop over the SQL retrieved data. 

 

The data retrieved is present in the $Dataset Column$ but we need to iterate over that with the "Each 

Row In A SQL Query Dataset".  I do not recommend a wildcard retrieval use "*" as when we refer to the 

columns retrieved, we refer to them by the order of retrieval as specified in the query.  When we 

perform a wildcard query, we don't capture in the order explicitly and open ourselves up to subtle bugs 

in the long term.  Instead, name the columns we are explicitly retrieving in the SELECT and then we can 

un-ambiguously reference them by their ordinal numbers. 

See also: 
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• Each Row In A SQL Query Dataset 

 

Insert/Update/Delete 
We can insert, update or delete existing rows in tables.  To perform these tasks, we need a working 

knowledge of using the SQL statements INSERT, UPDATE and DELETE.  We can then express the SQL we 

wish to have executed into the Insert/Update/Delete Database command to have it executed. 

 

For example, to insert a new row into a database, we might code: 

INSERT INTO PRODUCTS (Name, Weight, Inventory) VALUES ('Green', 2, 20) 
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Run Stored Procedure 

 

 

Delay 
Within our tasks we may wish to pause processing for a period.  We have a variety of interval 

specification capabilities.  The first is the time-based delay where we pause for a specified amount of 

time before continuing. 
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The next delay type allows us to wait for a window to open or close. 

 

 

The last type is to wait for an area of the screen to change its content. 

 



109 
 

Email Automation 
We as people work with emails a lot and especially within our work environments.  We respond to 

emails, we send emails, we send file attachments and much more.  A good use of automation would be 

the automated handling of our email requests. 

 

Get All Messages 
Retrieve all the email messages from a mail box and execute commands against each one. 

 

For each email message retrieved, a loop is executed to process it. When added to the task action list, it 

looks as follows: 
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We see the start of the loop and the end of the loop added on our behalf and our job is to add the 

commands in between to process each message.  Within the loop, a set of variables are populated for 

each message.  These variables are: 

• $Email From$ - Who the email is from. 

• $Email To$ - Who the email is to. 

• $Email CC$ - Who was carbon copied on the email. 

• $Email Subject$ - Subject of the email. 

• $Email Message$ - Body of the email. 

• $Email Received Date$ - Date that the email was received (including timestamp). 

• $Email Received Time$ - Time that the email was received. 

 

Notes: 

The $Email From$ may contain an email of the form "John Smith <smith@example.com>".  As such, be 

careful in using the text directly. 
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Delete All Messages 

 

 

Delete Message 

 

 

Error Handling 
See also: 

• Error Handling 
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Begin Error Handling 
Unfortunately, things don't always go according to plan and errors can be encountered.  For example, 

while creating a file, we may find that the disk has filled or while making a browser request, we may find 

that the target web server is down.  It is relatively easy to write a task that handles the working case, but 

we should always have a mind on what we want to do when things go wrong. 

To assist with this, we have the error handling commands.  These bracket one or more commands and 

provide guidance and instruction to AA on what to do when an error is encountered. 

 

Let us consider making a REST service request and handling an error associated with it.  Note that there 

is nothing special about the REST request; it could be any command that fails. 

If we do not place the command in an error handler, the error occurs, and the task execution fails: 

Here is a task that points to a non-existent URL: 

 

When executed we find: 

 

which is what we expected.  Now let us change our task to: 
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Here we have bracketed our failing task with a default error handler.  If we run it again, there is no error 

box displayed and the task completes.  But wait, that can't be right.  We had an error, so what happened 

to that?  When we configure a Begin Error Handling command it has many options.  One of the core 

options is what we want to happen when an error is detected.  Here we have two choices: 

 

• Continue - The task continues at the End Error Handling command.  Any commands after the 

one that failed but before the bracketing End Error Handling are skipped. 

• Stop Task - The task comes to an immediate halt.  No error box is issued, and no further 

commands are processed. 

Finally, when an error is detected, we can perform a of a set of possible actions. 

 

 

We can take a snapshot of the screen: 

 

 

We can run a different task: 
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We can log data to a text file: 

 

 

We can send an email: 

 

 

We can assign a value to a variable: 

 

 

We can set the overall outcome status of the task execution to "Fail" or "Pass": 

 

 

End Error Handling 
We use this command to end the bracket that demarcates a set of commands to be grouped as an error. 
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Excel 
Working with Excel spreadsheets is a common practice.  Through AA we can perform a variety of tasks 

including opening a spreadsheet, getting cells, setting cells and searching for data.  Interestingly, there is 

no apparent command for creating a spreadsheet.  Fortunately, we can solve that problem by creating a 

template sheet and using file operations to instantiate a new instance from the template. 

See also: 

• How To Use Automation Anywhere's Excel Automation Capability 

 

Open Spreadsheet 
This command opens a spreadsheet for us to work upon it.  We may open it for reading existing cells or 

for writing new cells or both. 

 

The spreadsheet is specified by a file path which should resolve to an Excel file that will be opened. 

http://www.tucows.com/article/2303
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If the spreadsheet's first row contains a header (which is not uncommon) we might check the "Contains 

Header" checkbox.  Clicking that will result in not including the first row when requesting all the cells of 

data for subsequent looping operations. 

 

Close Spreadsheet 
Close the spreadsheet.  The default command saves any changes made to the spreadsheet but this can 

be over-ridden with an option that asks not to save the changes. 

 

 

Activate Sheet 
An Excel spreadsheet can contain multiple sheets of data.  We would use this command to select a 

specific sheet within the spreadsheet. 
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Get Cells 
Retrieve a single cell from an Excel spreadsheet or a group/range of spreadsheet cells. 
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We can use the Get Multiple Cells or Get All Cells options to retrieve a set of cells for loop processing.  

The cells retrieved with these options can then be looped/iterated over using the "Each Row In An Excel 

Dataset" command.  If we wish to exclude the first row of the spreadsheet because it is a header, we can 

specify this in the Open Spreadsheet command. 

See also: 

• Each Row In An Excel Dataset 

 

Set Cell 
This command allows us to set the value of a cell.  We can either specify an explicit cell (eg. B5) or else 

fill in the value for the currently active cell.  The use of active cells is powerful but care needs to be 

taken.  We should think about working with the active cell like that of working with a cursor.  Once we 
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have performed an active on the active cell, it is likely we will use the "Go to Cell" command to move our 

active cursor to a new position ready to perform the next operation. 

 

See also: 

• Go to Cell 

 

Go to Cell 
With a spreadsheet, we have the notion of an active cell.  Think of this like the cursor in a word 

processor.  Since the spreadsheet is a regular grid of items (cells), we have the notion of the active cell 

being on a specific row and specific column.  From these notions, we can then position the new location 

of the active cell relative to its current position.  Specifically, we can: 

• Select immediate left cell 

• Select immediate right cell 

• Select immediate cell above 

• Select immediate cell below 

• Select cell at the start of the current row 

• Select cell at the end of the current row 

• Select the cell in the same column but in the first row 
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• Select the cell in the same column but in the last row 

Alternatively, we can select a cell 
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Run Excel Macro 
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Delete Cells 

 

 

Save Spreadsheet 
This command saves the current state of the spreadsheet.  We can alternatively save the state when we 

close the spreadsheet.  That is an optional flag on the close with the default being to perform a save. 
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Find/Replace 

 

 

Files/Folders 
Your PC has one or more disks and on each disk, is a hierarchical file system which is composed of files 

and folders.  The files contain data commonly created by your applications.  These include spreadsheets, 

text files, Word documents and more.  As you work on your PC, you may create folders into which you 

place new files.  The folders act as containers to group related files together.   The relationship that 

combines them is up to you.  Common examples include grouping by project, by customer or by date 

range (for example quarters or years). 

If we were to watch how you work, we would quickly find that you are manipulating files regularly and 

hence we need to extend that notion through to the automation story.  Here we will find the sets of 

commands that relate to working with files. 
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Copy Files 
This command allows us to make a copy of a file that can be found at one location to a new file located 

at a different location.  In our automation story, making copies of files is very common.  We may have a 

set of one or more template files that we have pre-created to contain data and an automation starts 

with making a copy of these files to create new instances that then become specialized using our tasks. 

For example, AA does not contain commands to create new spreadsheets or Word documents.  Instead 

we can create empty templates of these files and then in an instance of an automation, copy these 

templates as instances for us to work against. 

 

 

Rename Files 
The act of renaming a file changes its name from its original value to some new value. 
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Delete Files 
We can delete files using this command.  We should assume that once a file has been deleted, it is gone 

for good and this should be careful performing such deletions. 
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Create File 
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Zip Files 
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Unzip Files 
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Open File 
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Create File Shortcut 
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Copy Folder 
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Rename Folder 
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Delete Folder 
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Create Folder 
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Open Folder 
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Create Folder Shortcut 
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Print File 
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Print Multiple Files 

 



141 
 

FTP/SFTP 

Connect 
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Disconnect 

 

 

Put Files 
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Put Folder 
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Get Files 
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Get Folder 
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Delete Files 

 

 

Delete Folder 
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Rename Files 
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Change Folder 
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Create Folder 
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If/Else 

File Exists 
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File Does Not Exist 

 



152 
 

Folder Exists 
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Folder Does Not Exist 
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Window Exists 
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Window Does Not Exist 
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Application Running 
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Application Not Running 
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Script Successful 
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Script Unsuccessful 
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Task Successful 
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Task Unsuccessful 
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Ping Successful 
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Ping Unsuccessful 

 

 

Variable 
In this selection, we perform an expression on the value of a variable. 
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We can compare against a fixed value or a variable value. 

 

The operators available to us include: 

• Equal To (=) 

• Not Equal To (<>) 

• Includes 

• Does Not Include 
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• Greater Than (>) 

• Greater Than or Equal To (>=) 

• Less Than (<) 

• Less Than or Equal To (<=) 

We also can specify multiple expressions in one IF statement: 

 

We can perform a "Match Any" which is a Boolean "OR" aggregator, or we can use "Math All" which is a 

Boolean "AND" aggregator. 
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File Size 
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File Date 
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Web Control 
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Image Recognition 
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Service Running 
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Service Not Running 

 

 

Object Properties 
On the Windows desktop, we have windows and each window is composed of windows controls.  This 

conditional command examines the properties for that control for equality of values.  The type of 

Windows window also plays into the story.  A browser window offers up one set of properties while a 

standard Windows window offers up another set. 
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For windows of technology type "HTML" (i.e. browsers), we have the following properties: 

• Path - The windows control path. 

• DOMXPath 

• HTML ID - The ID field of an element. 

• HTML Name - The name field of a form element. 

• HTML Alt 

• HTML Tag - The tag name of an element. 

• HTML Class - The class associated with an element. 

• HTML InnerText - The inner text (HTML) of an element. 

• HTML HRef - The HREF value of an element. 

• HTML Type - The type of the element. 

• HTML Value - The value of an element. 

• HTML ClassId 

• HTML Title - The title of a page. 

• HTML Height - The height of an element. 

• HTML Width - The width of an element. 

• HTML Tag Index - The tag index of an element. 
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• HTML Top - The top (y coordinate) of an element. 

• HTML Left - The left (x coordinate) of an element. 

 

Windows Control 

 

 

Else If 
 

Else 
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End If 

 

 

Image Recognition 
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Insert Keystrokes 

 

 

Insert Mouse Click 
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Insert Mouse Move 

 

Insert Mouse Scroll 
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Internet Connection 

 

 

Launch Website 
The Launch Website command launches a browser to a specific URL. 

 

It isn't clear why this command exists when we also have the "Web Recorder" open browser command. 

See also: 

• Open Browser 

• dwAnswers: Distinction between "Launch Website" and "Web Recorder - Open Browser"? 

 

https://developer.ibm.com/answers/questions/408348/distinction-between-launch-website-and-web-recorde/
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Log to File 
The log to file command allows us to log content into a new file or append to an existing file.  There are 

a variety of uses for this including debugging and auditing.  Both the name of the file and the content of 

the record to be written to the file can include variable values determined during operation. 

 

An excellent companion to this tool is a Windows log file viewer.  These are tools that can "tail" text files 

and show their content in real-time as the content changes. 

See also: 

• Log Expert 

 

Loop 
The system variable called $Counter$ is incremented each time through the loop. 

Times 
Execute the loop a given number of times.  This can be a constant or taken from the value of a variable. 

http://www.log-expert.de/
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List 
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Condition 

 

When we select the condition option, we are further presented with a rich list of alternatives including: 

File Exists 
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File does not exist 

 

Folder exists 
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Folder does not exist 

 

Window exists 
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Window does not exist 

 

Application running 
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Application not running 

 

Ping successful 
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Ping not successful 

 

Variable 
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Web Control 

 

File Date 
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File size 

 

Service running 
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Service not running 

 

Image recognition 
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Windows control 

 

Object properties 

This subcommand allows us to loop over object properties.  While the condition that defines the 

property is true, we will continue to loop. 
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For windows of technology type "HTML" (i.e. browsers), we have the following properties: 

• Path - The windows control path. 

• DOMXPath 

• HTML ID - The ID field of an element. 

• HTML Name - The name field of a form element. 

• HTML Alt 

• HTML Tag - The tag name of an element. 

• HTML Class - The class associated with an element. 

• HTML InnerText - The inner text (HTML) of an element. 

• HTML HRef - The HREF value of an element. 

• HTML Type - The type of the element. 

• HTML Value - The value of an element. 

• HTML ClassId 

• HTML Title - The title of a page. 

• HTML Height - The height of an element. 

• HTML Width - The width of an element. 

• HTML Tag Index - The tag index of an element. 

• HTML Top - The top (y coordinate) of an element. 

• HTML Left - The left (x coordinate) of an element. 
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Each Row In An Excel Dataset 
We use this command to iterate over each row within a selected set of Excel spreadsheet cells.  The set 

of cells that we are to loop over is determined by the last command invocation of "Excel > Get Cells". 

 

For each iteration of the loop, the system variable called "$Excel Column$" is updated.  This is an 

indexed variable with "$Excel Column(1)$" being the first column, "$Excel Column(2)$" being the second 

column and so on. 

See also: 

• Get Cells 

• Looping over a spreadsheet 

 

Each Row In An Internet Explorer Table 
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Each Row In A SQL Query Dataset 

 

See also: 

• SQL Query 

Each File In A Folder 

Each Folder In A Folder 

Each Row In A CSV/Text File 
 

Each Email Message On Mail Server 
See also: 

• Get All Messages 

 

Each Node In An XML Dataset 
Using this command we can loop over a set of nodes in an XML document. 
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You can access the current node with $XML Data Node(Node name)$. 

See also: 

• XML Data Node 

End Loop 

Exit Loop 

Continue Loop 
 

Manage Windows Controls 
 

Message Box 
The Message Box Command pops up a window on the PC running AA.  Possible uses for this include 

notification that a task has completed.  The task suspends/pauses at this point until the message is 

acknowledged.  We can automatically cause the dialog to dispose of itself by supplying a fixed interval 

for which it should be present. 
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For example: 

 

 

Object Cloning 
Using this command, we can select a specific open window and, from within that window, pick an 

underlying control (object) that exists within the window.  To do this, we select the title of the window 

that will be the focus of our capture.  Next, we click and hold the mouse button.  AA will hide itself and 

show the target window.  As we move the held mouse over the window, we will see rectangular areas 

become visible with a red border.  Each rectangle is its own control.  When we have selected a control 

and release the mouse, we will have recorded the identity of that control and can then perform actions 

upon it. 
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Once we have selected a control, we can see the mechanism that AA will use at runtime to locate that 

control again. 

 

Notice the "Technology" entry in the above.  The value "Standard" means that we are searching using 

"standard" Windows control search paths.  Alternatives include "HTML" where we are searching using 

HTML content and data. 

In the above example, it will match the control using the combination of control type and path.  We 

have the option to change how this matching occurs by clicking on the icon to the right of "Select Search 

Criteria".  This will present the full list of currently captured properties. 
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We can click on the binoculars icon to include or exclude the pattern in the match. 

Controls within a window have common properties.  Some of these include: 

• Type - The type of control we are working with.  Examples include: 

o TextBox 

o MenuBar 

o PushButton 

o Indicator 

o Grip 

o TitleBar 

• Path - The path to the control within the application. 

Once we have selected a control, we can then define the action that we wish to perform against it. 

• click - Perform a default click on the object. 

• left click - Perform a left-mouse click on the object. 

• right click - Perform a right-mouse click on the object. 

• double click - Perform a mouse double click on the object. 

• set text - Set the absolute text of the data. 

• append text - Append some text to the existing data. 
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In addition to perform these actions, we can also get properties of the object.  These include: 

• class 

• description 

• height 

• index 

• left 

• name 

• parent 

• path 

• state(s) 

• top 

• type 

• value 

• width 

If the target window we are working against is a browser, a distinct set of selection properties becomes 

available.  These include: 

• Path - The windows control path. 

• DOMXPath 

• HTML ID - The ID field of an element. 

• HTML Name - The name field of a form element. 

• HTML Alt 

• HTML Tag - The tag name of an element. 

• HTML Class - The class associated with an element. 

• HTML InnerText - The inner text (HTML) of an element. 

• HTML HRef - The HREF value of an element. 

• HTML Type - The type of the element. 

• HTML Value - The value of an element. 

• HTML ClassId 

• HTML Title - The title of a page. 

• HTML Height - The height of an element. 

• HTML Width - The width of an element. 

• HTML Tag Index - The tag index of an element. 

• HTML Top - The top (y coordinate) of an element. 

• HTML Left - The left (x coordinate) of an element. 

See also: 

• Windows structure 
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OCR 

Capture Window 

 



199 
 

Capture Area 
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Capture Image By Path 
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Capture Image By URL 

 

 

Open Program/File 
This command opens a named program or file.  It optionally allows one to specify the working directory 

and parameters. 
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PDF Integration 

PDF to Image 
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Extract Form Fields 
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Extract Text 
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Merge Documents 
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Split Document 
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Encrypt Document 
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Decrypt Document 
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PGP 

Encrypt Files 
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Decrypt Files 

 

Create Keys 

 

 

Play Sound 
We can ask a task to play a sound on the local PC when steps are reached.  Possible values of this could 

be that the user has asked a task to execute which may take a variable amount of time and the user 

should/could be alerted when it completes or otherwise needs some attention. 
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Play Beep 

 

This command plays a simple beep to alert the user. 

 

Play Media File 

 

This command plays an audio file. 
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Printers 

Get Default Printer 

 

 

Set Default Printer 
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Remove Printer 

 

Prompt 
This command opens a window and waits for user input before proceeding. 

Prompt for Value 
In this mode, a value is entered and passed to a specific window or to a variable. 
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Prompt for File 
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Prompt for Folder 
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Prompt for Yes/No 
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Read From CSV/Text 

 

See also: 

• Filedata Column 

 

REST Web Service 
The REST Web Services command allows us to send a REST request to a target and receive the response 

as data which will then be saved within a variable. 
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Within the URI field we can enter the target URL for the request.  This can include the protocol (http vs 

https), the target server, the port and the path at the server. 

In the Header tab under REQUEST, we can explicitly define additional header values. 

Within the PARAMETER tab we can specify parameters that should be sent with the request.  The values 

of the parameters can be sourced from the values of variables. 
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There is an extremely useful function invoked by the Send Request button.  When clicked, we get to see 

the result of invoking the REST service.  We are shown the headers and body returned.  This is extremely 

useful during development. 
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The body of the REST request can be saved in a variable for subsequent processing.   However, there 

appears to be a glaring problem.  The headers returned in a REST response (as of 2017-10) don't appear 

to be able to be made available for access.  What this means is that REST service providers that use the 

HTTP response headers to send back additional information will be stymied in this environment. 

There are some great REST endpoint testing environments available on the Internet to test our ability to 

make external REST requests.  We can use these before attempting to hit our own REST servers.  I 

recommend practicing with these to become familiar with using this command. 

When we get the response back from the REST service provider, the expectation is that we are going to 

do something with it.  The REST response is provided to us as a plain and simple text string.  This means 

that we are responsible for processing that response.  When working with REST, the most common 

response format is JSON.  Unfortunately, AA doesn't have either rich data structures to host a complex 

data structure nor does it have any built-in JSON parsing support.  This then makes JSON a poor format 

to return from a REST request for our usage.  If we have the choice of formats to return (assuming the 

data being returned is not itself a string) then I would recommend XML.  AA has built in XML parsing 

capabilities where we can extract fields from the XML data using XPath expressions. 

• RequestBin 

• httpbin.org 

 

https://requestb.in/
https://httpbin.org/
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Run Script 
Using this command, we can run a script (program) from within our task.  The script can be written in 

either VB Script or JScript (Microsoft JavaScript).  We supply the path to the script to be run plus 

optional parameters.  If the script returns a value, we can store that value in a local variable. 

 

Output written to the standard output is what is returned in the content of the targeted variable.  For 

example, the following will work: 

WScript.StdOut.WriteLine("Here is our output"); 

See also: 

• WikiPedia: JScript 

SAP Integration 

Screen Capture 
The ability to capture screens during task flow execution allows us to create a record of what happened 

at that point in time.  In principle, it could be used as a heavy-weight auditing tool or be used for 

debugging. 

See also: 

• SnapPoints 

 

Capture Desktop 
Capture the complete desktop and save as an image file. 

https://en.wikipedia.org/wiki/JScript
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Capture Window 
Capture a specific application window and save as an image file. 

 

 

Capture Area 
Capture an area of the screen and save as an image file. 
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Send Email 
Send an email to a recipient. 
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By executing this command, an outbound email is transmitted.  We get to specify all the parameters of 

that email. 

 

Services 
One of the sets of tasks that we might want to automate are system administration tasks such as 

starting or stopping Windows based services.  Imagine a system administrator that must manually login 

to a PC just to start a service.  Ideally that administrator could execute a task which performs that work 

more easily.  These AA commands perform windows service management. 

Get Service Status 
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Start Service 

 

 

Stop Service 
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Pause Service 

 

 

Resume Service 
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SNMP 

Get 

Get Next 

Set 

Walk 

Send Trap 
 

SOAP Web Service 
The SOAP Web Service is a rich command that allows us to invoke an external service that is exposed as 

a Web Service using SOAP/HTTP.  To use this command, we must supply it the Web Services Description 

Language (WSDL) file that describes the target service.  
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To use this command, we must work through a series of steps and there are quite a few permutations 

available to us.  We start by clicking the "Build URI" button which opens up the "Build SOAP Web Service 

URI" window shown next: 
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The first step in this series is to supply the location of the WSDL file.  We can either supply a URL where 

the WSDL can be retrieved or we can supply a WSDL file from the file system.  Clicking the "Connect" 

button causes the interrogation of the WSDL from which the services and operations within each service 

can be selected.  Finally, we get to supply the parameters to the web service request which is how 

construct the request. 

It is my experience that supplying the input data using the "Raw Data Parameter(s)" is the easiest way to 

go.  When that radio button is selected, we get to enter the underlying XML message that is to be 

transmitted.  This is quite a low-level notion and would be hard to do without assistance.  I use the 

soapUI tool to make a test request to the target service and capture the XML input message sent to the 

service.  Within the transmitted XML message, we can insert variables in the data which are 

expanded/resolved before transmission. 

<Opinion> 

I find this command more complex than I believe it need be.  I don't see why we have two windows … 

one to Build the URI and one to set properties … which include what to do with the response. 

</Opinion> 
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String Operation 
String operations are performed against data and variables returning a new string that can itself be 

assigned to a variable. 

Before-After 
This command allows us to extract text from within a larger portion of text. 

 

Consider the following example text: 

"John Smith <smith@example.com>" 

Now imagine we wanted to extract just the user's name.  Our algorithm would be: 

Find all text from the start till the first occurrence of the '<' character and call that the name. 

We might describe this using the "After" field.  The "After" field defines text that we expect to find 

after the sought string. 
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Compare 

 

Find 

 

Join 
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Length 

 

Lower Case 

 

 

Replace 
This command finds some content in a string and replaces it allowing you to save the result in a different 

variable.  On the surface, this sounds quite simple and doesn't appear to have as powerful a purpose is it 

does.  The key is to notice that it supports regular expressions (RegEx).   There are books written on 

using RegEx by itself so we can't cover all the features of that here.  Suffice it to say that it is a powerful 

but technical language for all kinds of data manipulation. 
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See also: 

• RegExr 

Reverse 

 

 

Split 
Using this command, we can split a string into constituent parts.  The string is split by using a delimiter 

to indicate the end of one part and the start of the next. 

https://regexr.com/
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The results of the split are saved in a named variable.  The variable must be a list. 

 

Sub String 
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Trim 

 

 

Upper Case 

 

 

System 
Your PC is a computer system as a whole and these commands operate on the state of the PC. 

Lock Computer 
Lock the screen/keyboard. 
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Logoff 
Logout from being the current user. 

 

 

Shutdown 
Shutdown the PC. 

 

 

Restart 
Restart (reboot) the PC. 
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Task 
These command perform task control. 

Run Task 
Within a task we can request that another task be executed.  The current task will pause/suspend until 

the sub task has completed. 

 

We can pass/map variables from the calling task to the called task. 
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Pause 
Pause the execution of a task.  These are no configuration properties for this command.  When the task 

is paused, a dialog will appear on the Bot desktop machine: 

 

If the resume button is clicked, the task will resume. 

 

 

Stop Task 
Stop the execution of a task.  These are no configuration properties for this command. 

 

Variable Operation 
This command allows us to change the value of a variable or perform calculations upon it. 

 

We select the variable that we wish to set and the value we wish to set it to.  The value can be 

composed of references to other variables as well as arithmetic expressions. 

 

Wait 
This is a synonym for the Delay commands. 

See: 

• Delay 
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Web Recorder 
The Web Recorder is one of the core capture and manipulation mechanisms available in AA.  Unlike 

geometry based and Windows Control based interactions, this interaction leverages the structure of the 

HTML documents as the navigation and selection technology.  This technology requires a plugin to be 

installed in the browser.  IE 11 and Chrome browsers have plugins available. 

 

Open Browser 
Open a new browser window to the specified URL. 

 

We might want to set the URL to "about:blank" to have the browser open in a blank screen.  This 

becomes especially useful where we are processing requests in a loop where the first entry in the loop 

navigates us to the desired target page. 

See also: 

• Close Browser 

• Launch Website 

 

Close Browser 
Close a browser that was previously opened with an Open Browser command. 
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See also: 

• Open Browser 

 

Manage Web Controls 
Click on (select/execute) a control in a browser web page or enter data into it. 
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This is a wizard driven configuration. 

Step 1 is to select the page/URL against which we are going to work. 

Step 2 is to select the control within the page. 

Step 3 is to determine what we want to do with the control. 

By clicking the Advanced View button, we are presented with an additional set of choices: 
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From here we can specify what action we wish to perform and how we want to find the target control 

within the web page.  The options for selection are: 

• Control Name 

• Control Id 

• Caption 

• Control Index 

• Attributes 

 

Download File 
Download a web accessible file and save as a local file. 
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Extract Table 
Select a table on a web page and save the content as a CSV text file. 
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Find Broken Links 
Test a web page and optionally sub web pages for broken links. 
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Extract Data 
Extract text data from a web page. 
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Navigate URL 
Change the page being viewed in an already open browser. 
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Extract Source 
Extract the source of the web page. 
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Search By Caption 

 

 

Go Back 
Logically submit the "go back" option in a browser to return to a previous page. 

 

 

Execute JavaScript Function 
Run a JavaScript function that exists within the web page. 
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Window Actions 

Activate Window 
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Close Window 

 

 

Maximize Window 
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Minimize Window 

 

 

Resize Window 

 

 



254 
 

Get Active Window Title 

 

 

XML 
XML is an excellent mechanism to exchange data between multiple applications and systems.  It has 

industry acceptance and can be processed by a wide variety of applications.  It is not uncommon to 

receive an XML file output generated by one system as input to another.  While it is not typically found 

that people open XML files in a text editor and process their content manually, it is certainly a possible 

scenario and when we look at automating tasks, there is nothing to prevent us from doing just that. 

When we look at an example XML document: 

<order> 

  <type>Blue Widget</type> 

  <quantity>5</quantity> 

  <unitPrice>2.0</unitPrice> 

</order> 

We should attempt to see it as a tree oriented data structure: 

 

When we think of the data in this fashion we can see that it is composed of nodes and some of those 

nodes have values.  In addition, all but one node has a parent (the one that doesn't is called the root 



255 
 

node).  Nodes which have the same parent are called siblings.  Siblings have an order where we can say 

that one sibling comes before another.  This also implies that a parent has a first child and a last child. 

Once we see the tree structure, we then find that any node within the tree can be uniquely identified 

from the path one would follow from the root downwards.  For example, to get to the quantity node we 

would start at the "/order" node and from there visit the "quantity" node.  This can be expressed in a 

path like notation that is called "XPath".  For example, "/order/quantity". 

A set of primitive commands are available to us to be able to construct new data trees and work with 

existing trees.  These are: 

• Start XML Session - Declare that we are about to work with a tree structure that is either new or 

built from an XML document. 

• End XML Session - Declare that we are finished working with the tree structure and release 

machine resources that had been created to model/maintain the data. 

• Insert Node - Insert a new node into the tree. 

• Delete Node - Remove an existing node from the tree. 

• Update Node - Modify the content of an existing node. 

• Get Node(s) - Retrieve the values of one or more nodes. 

• Save Session Data - Save the data tree to an XML representation. 

• Execute XPath Function - Execute an XPath function against the data tree. 

• Validate XML Document - Compare the content and structure of a tree against a description of 

what we consider to be a valid tree. 

Each of these commands are examined in the following sections. 

 

Start XML Session 
Start an XML session by providing the source of the XML data we wish to process.  Think of a session as a 

handle or identifier to a sequence of operations associated with an XML document.  For example, if load 

the following XML document: 

<myDocument> 

  <name>Kolban</name> 

  <state>Texas</state> 

</myDocument> 

then the document is held in memory as an XML tree data structure.  The session provides a logical 

handle to this data structure and allows us to refer to it.  The name of the session defaults to "Default" 

but I recommend re-naming this.  The session name used on primitives that manipulate the data must 

all match. 
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We can source the XML data instance that we wish to process from a file: 

 

or from explicitly entered text or the content of a variable: 

 

See also: 

• End XML Session 
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End XML Session 
When we have finished working with a previously started XML session we should indicate such with this 

command.  This will release resources associated with the session.  Experience seems to show that we 

can not subsequently create a new session with the same name in the same task. 

 

See also: 

• Start XML Session 

 

Insert Node 
We can create or modify a data tree by inserting new nodes. 
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The XPath Expression should resolve to the parent node into which the new node will be added.  

Notice that this is truly an XPath Expression which means we can use all the power of XPath including 

indexing and functions.  For example, if we wish to insert a new order as a child of orders and wish to 

insert it as the  

The Node Name will be the name of the new node. 

The Node Value will be the value assigned to the node. 

If the node is already present in the tree, then we can specify one of three options on what to do: 

• Insert it Anyways - a new node will be created that is a sibling of the existing node. 

• Skip it - the command will be ignored and we will not create any new nodes. 

• Overwrite it - no new node will be created but the existing node's content will be changed. 

When inserting a new node, we get to specify where it should go within the set of existing nodes.  We 

have four options that are illustrated: 

Beginning of child nodes: 
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End of child nodes: 

 

 

After specific node: 
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Before specific node: 

 

 

Delete Node/Attribute 
This command will delete a node or attribute from the data tree. 

 

 

Update Node(s) 
This command will update/modify an existing node within the data tree. 
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Validate XML Document 
Validate the current data tree against a schema to ensure that it matches the expected structure and 

content. 
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Get Node(s) 
If we think of an XML document instance as a tree oriented data structure composed of nodes then this 

command allows us to obtain the value of a node.  We specify an XPath expression that can be used to 

navigate the tree. 
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We can retrieve a single node which is assigned to a specific variable or we can retrieve a list/array of 

nodes which can then be processed in a loop: 

 

Let us look at processing a single node.  Imagine our input XML looked as follows: 

<order> 

   <item>Blue Widget</item> 

   <quantity>5</quantity> 

</order> 
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If we wanted to extract the quantity field of the data and place in a similarly named variable, we might 

use: 

 

 

See also: 

• Freeformatter.com - XPath Tester / Evaluator 

 

Save Session Data 
Generate an XML document instance from the data tree. 

If we have previously parsed an XML document to a data tree and then updated it or constructed a data 

tree from scratch, we typically wish to serialize the tree back to XML for output.  This command 

performs that task.  The XML can be either written to a file or saved to a variable (or both). 

https://www.freeformatter.com/xpath-tester.html
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Execute XPath Function 
XPath is a powerful language for navigating within hierarchical data which obviously includes XML.  

Using this command, we can execute an XPath function against our data.  Commonly, XPath is used to 

address elements in the document and the located element's value can then be copied to a target 

variable. 
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See also: 

• XPath 

 

List of System Variables 
Here is a list of the system variables. 

See also: 

• Variable data 

 

Date/Time 
The Date/Time variables hold the current date/time information.  When read, these will contain the 

current values. 
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Year 

Month 

Day 

Date 

Hour 

Minute 

Second 

Millisecond 

Loop 

Counter 

File Name 

Folder Name 

CurrentDirectory 

Extension 

Dataset Column 

Table Column 

 

Excel Column 

The current row that is being examined in the loop.  This is an indexed variable with "$Excel 

Column(1)$" being the first column, "$Excel Column(1)$" being the second column and so on. 

See also: 

• Each Row In An Excel Dataset 

 

Error Line Number 

Error Description 

Filedata Column 

The Filedata Column contains data retrieved from reading a file (eg a CSV file). 

 

• Read From CSV/Text 

XML Data Node 

See also: 

• XML 
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Excel 

Excel Cell 

Excel Cell Column 

Excel Cell Row 

The row number on which we are currently operating.  Within a loop, this will be the row number of the 

current row being worked upon. 

Warning: This row number is relative to the header.  If you have a header, your rows will be off by one 

relative to the Excel document row number. 

We may use this variable when iterating over some rows and setting or changing values. 

Email 

Email From 

Email To 

Email Cc 

Email Subject 

Email Message 

Email Received Date 

Email Received Time 

Trigger 

Trigger Value 

The $Trigger Value$ variable holds contextual information about the cause of a task started by a 

trigger.  For example, if a task is started because a new window opened, the variable will hold the name 

of the window.  If a task was started because a new file was created, the variable will hold the path 

name of the file. 

See also: 

• Triggering a task 
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PDF 

PDFFileName 

PDFTitle 

PDFAuthor 

PDF Subject 

System 

Machine 

Clipboard 

System 

AAApplicationPath 

AAInstallationPath 

AATaskName 

CPUUsage 

RAMUsage 

Total RAM 

OSName 

ArrayRows 

 

Windows JavaScript 
When we invoke a JavaScript script from inside Automation Anywhere, it is executed under the context 

of the Microsoft WScript environment.  Here are some cheat sheets to get you going with that API if you 

are not familiar with it. 

Documentation 
Most of the documentation for the product can be found within the AAClient itself.  From the Help 

menu select "Automation Anywhere Client Help" or just press F1 on your keyboard. 

Additional documentation for Automation Anywhere can be found at the Automation Anywhere help 

desk web site found here: 

https://support.automationanywhere.com/hc/en-us 

 

Various manuals are available including: 

• Development Client - User Guide (604 pages) 

• Control Room - User Guide (70 pages) 

• MetaBot Designer - User Manual (95 pages) 

 

https://support.automationanywhere.com/hc/en-us
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Forums 
As of 2017-10, there is no forum maintained by Automation Anywhere.  However there is a community 

managed forum/portal for AA questions: 

https://automationanywhereanswers.com/ 

 

Product Support 
Product support is based on the source of the license you obtained.  If obtained from IBM, then you 

must request support from IBM through their PMR process.  If obtained from Automation Anywhere, 

then service may be obtained from the Automation Anywhere website. 

When working with IBM, they have created a "Must Gather" set of instructions that can be used to 

capture diagnostics, messages and trace that will better help them resolve any issues.  The instructions 

for these must gather steps are found here: 

http://www-01.ibm.com/support/docview.wss?uid=swg22008542 
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Common recipes 

Working with state between tasks 
When a task executes, it starts from nothing and performs commands until it completes.  The notion 

that it "starts from nothing" is the one we want to examine.  This means that when a new task comes 

into existence there is no pre-existing state in its initial working set.  This does not mean that we can't 

make our own state, and have it persisted.  For example, imagine we have a task that runs periodically 

and needs to process files that have arrived since the last time the task was run.  If all we have is a 

directory of files, then we need to remember which files have previously been worked upon so that we 

can process only the new ones.  To achieve this, we need to be able to save state from the last execution 

of a task and retrieve that saved state at the start of the next execution.  There are many ways that state 

can be persisted.  For example, we can use the services of a database.  In this example, we will use a 

simple file on the file system.  When a task ends, it will write its state as the content of a file.  When a 

new task starts, it will read the file to retrieve its previous state.  The next question before us is what 

should be contained within the file?  In Automation Anywhere, we work with simple/unstructured 

variables and we are likely going to want to save and restore some set of these.  Since Automation 

Anywhere has native support for XML based documents, it makes sense that we would use that 

technology. 

Let us imagine we have a variable called "var1".  Let us save this at the end of task and subsequently 

retrieve it. 

The high level of the task is as follows: 

 

In narrative, we read an XML document from a file on the local file system.  This step also parses the 

document and builds an in-memory model of the data from which we can use XPath to retrieve the 

values.  These are then assigned to variables that exist within the context of the task.  In the middle we 

have now retrieved the state and can perform any/all processing we need.  At the end, we re-write the 

XML document updating the content with the values for the variables. 

In this example, we don't perform any error handling and in a production or more robust solution you 

may want to address that.  For example, the solution as presented here assumes that there is an initial 

existing XML file containing the expected elements.  If those don't exist, the task will fail.  We could 
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bracket the processing of the XML data at the start with an error handler to either create a new XML file 

and then read it or set the variables to default values. 

Note the use of two session names ("Session1" and "Session2").  Despite having opened and then closed 

Session1, it was found that we couldn't create a second session also called Session1 despite the 

apparent fact that Session1 no longer existed.  It appears that session names have to be globally unique 

even after a previous session has been completed. 

See also: 

• XML 

 

Looping over a spreadsheet 
At a high level, we will open a spreadsheet, get all the cells, perform our loop and then close the 

spreadsheet: 

 

See also: 

• Each Row In An Excel Dataset 

• Excel Column 

Building a .NET DLL 
When we use MetaBots, we can invoke Microsoft Dynamic Load Libraries (DLLs).  Here we discuss what 

that means and how to achieve it. 

When we compile source code, we end up with an executable binary that can be run.  There are times 

when we want to write code that will be used in a variety of applications.  We then write 

subroutines/functions that encapsulate the logic to achieve a task and then we wish to invoke these 

routines.  This provides re-use and consistency.  When we aggregate such functions together, we end up 

with a concept called a Library.  Now when we write higher level applications, we can link those with the 

library which allows the calling application to re-use the functions contained within that library.  In this 

mode of operation, the library is statically bundled with the application resulting in a binary that 

contains both the application logic and a copy of the library routines.  While this is acceptable, it suffers 

from a few negatives.  First, the resulting binary becomes larger.  Imagine you have two or more 

applications each of which leverage the library.  Each application will result in its own statically bound 

copy of the library.  If both applications are run at the same time, then both will load the same library 

code into their own address spaces.  Second, if we find that we have a bug in our library, not only do we 

need to fix that by recoding/changing the library, but we also must rebuild our applications so that they 

now link with the new library. 
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A solution to these puzzles is the DLL notion.  When we compile the library, we can build a DLL file that 

contains the library functions that we will eventually wish to invoke.  Now when we link with our 

application, instead of the library functions being statically linked with our code, our code remembers 

that the functions it needs for operation can be found at runtime within the DLL file.  This means that 

when our application starts, it will dynamically load the required DLL file.  The functions and the 

applications which use them are separated.  The applications (individually) become smaller as they no 

longer integrate the library functions.  In addition, when multiple applications refer to the same DLL, 

only a single copy of that DLL is loaded into memory.  Finally, if we need to repair/correct the logic in a 

DLL, we can simply replace the DLL file with a new version and then at runtime, that new version will be 

pulled in to satisfy the functions from the calling application.  There is thus no need to relink/rebuild the 

calling applications when the libraries change. 

Within our AA environment, we can instruct a MetaBot to leverage a DLL to provide functions that 

otherwise would not be available in an ordinary AA distribution.  While this is great, if one wishes to 

leverage this capability, it assumes that the AA programmer has the skills to be able to create new DLLs.  

Here will start to illustrate how to achieve that. 

We will leverage the Microsoft .NET environment which provides a super-rich set of services and 

application building techniques.  There are many programming languages we can use to create .NET 

libraries but in these examples, we will stick to C#. 

Our goal will be to create a new DLL that exposes a function that we wish to call from an AA MetaBot.  

That function will itself be written in C#.  Our first step is to consider the tools required to build such a 

DLL.  Fortunately, Microsoft makes this extremely easy for us.  Microsoft produces a development 

environment called Visual Studio.  This is a complete project management system for editing, compiling, 

testing and managing source projects.  Even better, it has a community version that is free of charge for 

download and use. 

Let us walk through a simple example. 

1. Launch Visual Studio 

2. Open File > New > Project 

3. Select a Visual C# / .NET Standard project type 

4. Select the Class Library (.NET standard) entry 

5. Give it the name "MyAADLLProject" 
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6. Create the source of your DLL 

using System; 

 

namespace MyAADLLProject 

{ 

    public class MyDLLClass 

    { 

        public static string MyMethod(string name) 

        { 

            return "Hello " + name; 

        } 

    } 

} 

7. Compile the source.  Build > Build Solution. 

8. Open the Solution Explorer and switch to the Folder View: 
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This will change the view to: 

 

 

9. Copy the link to the resulting DLL file. 

And from here … we are into the normal process of working with MetaBots!! 

See also: 

• Microsoft Visual Studio 

Examples 
http://192.168.1.22:8080/AATest/index.html 

https://www.visualstudio.com/downloads/
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In this example we wait for a new email to arrive and populate a simple ticket creation system from the 

email body replying to the email telling them that a new ticket was created and including the ticket 

number. 

Create an Excel Spreadsheet from the rows in a database 

Create an XML File from data in a spreadsheet 
In this puzzle, we want to create an XML document from the content of a spreadsheet.  Here is what our 

spreadsheet looks like: 

 

and here is what we want our resulting XML to look like: 

<orders> 

  <order> 

    <type>Blue Widget</type> 

    <quantity>10</quantity> 

    <unitCost>1.5</unitCost> 

  </order> 

  <order> 

    <type>Red Widget</type> 

    <quantity>2</quantity> 

    <unitCost>3</unitCost> 

  </order> 

  <order> 

    <type>Green Widget</type> 

    <quantity>7</quantity> 

    <unitCost>2.2</unitCost> 

  </order> 

</orders> 

How can we achieve this? 

If we examine the puzzle, we see that it involves two distinct interaction areas.  The first is the Excel 

spreadsheet.  We need to open it and then retrieve all the cells within.  Each row of data in the 

spreadsheet will contribute an XML <order> element in the XML output.  The cells in each row will 

contribute the elements of the <order>.  The second notion in our puzzle is the creation of the XML 

document itself.  When working in XML in AA we must always think in terms of the hierarchical nature of 

the XML document.  We should also have a working knowledge of using XPath for traversal and access. 

Here is an example task that achieves our goal: 
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Let us break it down: 

(1) We open the Excel spreadsheet that we wish to work upon. 

(2) We create a nearly empty XML document to hold our results. 

(3) We obtain all the cells in the spreadsheet. 

(4) We loop over each row in the spreadsheet. 

(5) We insert a new child node for the new order.  The node is tagged <order>. 

(6) We insert the first column of the current row of data from the spreadsheet as the child element 

called <type>. 

(7) We insert the second column of the current row of data from the spreadsheet as the child 

element called <quantity>. 

(8) We insert the third column of the current row of data from the spreadsheet as the child 

element called <unitCost>. 

(9) We end the loop which will repeat for each row of Excel data. 

(10) We save the XML data as an XML document to a file. 

(11) We close the XML session releasing machine resources. 

We close the spreadsheet saving the results. 

Running a Java Program 
Imagine we have a Java application that we wish to launch from AA.  How might we do that? 

A Java application is commonly supplied in a JAR file (a specialized form of ZIP file) that contains the 

compiled classes.  We can run this JAR file if the Java runtime is installed.  We can obtain the Java 

runtime from the Java website.  To validate that you have Java installed, open a DOS command line and 

run 

C:> java -version 

java version "1.8.0_151" 

Java(TM) SE Runtime Environment (build 1.8.0_151-b12) 

Java HotSpot(TM) 64-Bit Server VM (build 25.151-b12, mixed mode) 

To find the path where the executable is located, we can run the DOS where command.  For example: 

C:> where java 

C:\ProgramData\Oracle\Java\javapath\java.exe 

Note that instead of using java.exe, I recommend using javaw.exe.   This performs the same work with 

the distinction that java.exe pops up a DOS window while javaw.exe is silent.  Since our goal is to run 

as an AA task, if we run java.exe we will see a flash as the DOS window appears and then disappears 

while with javaw.exe, the execution will remain silent. 

Here is an example of launching a Java program: 

https://java.com/en/download/
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Using this recipe, we must include a Java manifest file within the JAR to inform the environment which 

of the Java classes contained within should be executed.  For example: 

Manifest-Version: 1.0 

Main-Class: kolban.Test1 

would declare that the class called kolban.Test1 should be executed.  While developing your AA task, 

always validate that the command you are running can be executed from the command line manually. 

Since the Java program is launched asynchronously from AA, there is no opportunity to directly retrieve 

any potential results.  As such we must look for alternate techniques.  One way is to have the output 

written to a file which is being monitored by AA. 

Generating a temporary file name 
It is not uncommon to want to create a temporary file to hold intermediate data.  The question is how 

do we generate a unique file name that will be used to hold this data? 

 

 

 

 

Problem Solving 
When a problem is encountered, I like to make notes on how it is resolved.  This can serve as an aid to 

my own memory and provide guidance for others in the future. 
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Windows Defender Firewall 
When working with AA we are working with both Windows and networking.  When working with 

networking, we can find that network connections and traffic can be blocked by firewalls.  Firewalls are 

necessary and there for sound purposes.  As such, switching them off may allow AA to work, but it is ill-

advised.  The solution then is to explicitly enable the rules necessary for firewall processing. 

Built into Windows 10 (and other) releases is a firewall called Windows Defender.  When it runs, if a 

transmission is detected that it doesn't like it will drop those packets.  However, the rules it follows 

know nothing about AA and, as such, it will drop those too.  A solution is to simply instruct Windows 

Defender to pass AA traffic.  The instructions for that will be given at the end.  However, I thought it 

would be instructive to delve a little deeper to demystify this whole story. 

What we will examine is how to tell Windows Defender to keep a log of the packets that it has decided 

to drop.  When we then determine that we have a firewall problem that is preventing the execution of 

our solution, we can examine those logs to validate that packets we expected were indeed lost by the 

firewall.  In addition, the information contained within those logs provides us with the information we 

need to correctly configure the firewall to pass that traffic. 

First, let us launch the Windows Defender management console.  One of the easiest ways to do that is 

to press Windows+R to open a command runner and enter "WF.msc" as the command to run: 

  

Once launched, we will see a window like the following: 
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Click on the "Properties" link to open the properties dialog: 

 

Notice the Logging section at the bottom.  This controls whether dropped packets are recorded.  Click 

the Customize button to launch the dialog: 
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The default setting is not to log dropped packets.  Change this to Yes and click OK. 

Once done, packets received and dropped by the firewall will result in log messages in the named file 

which is  

C:\Windows\System32\LogFiles\Firewall\pfirewall.log 

Here is an example log from my PC.  My PC runs AA Control Center and has a local IP address of 

192.168.1.33 and a remote PC upon which I had a Bot Runner installed was at 192.168.1.9. 

#Version: 1.5 

#Software: Microsoft Windows Firewall 

#Time Format: Local 

#Fields: date time action protocol src-ip dst-ip src-port dst-port size tcpflags tcpsyn tcpack 

tcpwin icmptype icmpcode info path 

 

                                                                                                                                                                                                                

2017-10-31 16:33:40 DROP UDP 169.254.10.10 239.255.255.250 49152 1900 156 - - - - - - - RECEIVE 

2017-10-31 16:33:46 DROP TCP 192.168.1.200 192.168.1.33 64124 8090 0 - 0 0 0 - - - RECEIVE 

2017-10-31 16:33:53 DROP TCP 192.168.1.9 192.168.1.33 49943 8080 0 - 0 0 0 - - - RECEIVE 

2017-10-31 16:33:53 DROP TCP 192.168.1.9 192.168.1.33 49943 8080 0 - 0 0 0 - - - RECEIVE 

2017-10-31 16:33:53 DROP TCP 192.168.1.9 192.168.1.33 49943 8080 0 - 0 0 0 - - - RECEIVE 

2017-10-31 16:33:53 DROP TCP 192.168.1.9 192.168.1.33 49943 8080 0 - 0 0 0 - - - RECEIVE 

2017-10-31 16:33:53 DROP TCP 192.168.1.9 192.168.1.33 49944 8080 52 S 2823172502 0 64240 - - - 

RECEIVE 

2017-10-31 16:33:54 DROP TCP 192.168.1.9 192.168.1.33 49943 8080 0 - 0 0 0 - - - RECEIVE 

2017-10-31 16:33:54 DROP TCP 192.168.1.9 192.168.1.33 49943 8080 0 - 0 0 0 - - - RECEIVE 

2017-10-31 16:33:54 DROP TCP 192.168.1.200 192.168.1.33 49584 8080 52 S 2058045611 0 64240 - - - 

RECEIVE 

2017-10-31 16:33:55 DROP TCP 192.168.1.9 192.168.1.33 49943 8080 0 - 0 0 0 - - - RECEIVE 

2017-10-31 16:33:55 DROP TCP 192.168.1.9 192.168.1.33 49943 8080 0 - 0 0 0 - - - RECEIVE 

2017-10-31 16:33:56 DROP TCP 192.168.1.9 192.168.1.33 49944 8080 52 S 2823172502 0 64240 - - - 

RECEIVE 

2017-10-31 16:33:57 DROP TCP 192.168.1.9 192.168.1.33 49943 8080 0 - 0 0 0 - - - RECEIVE 

2017-10-31 16:33:57 DROP TCP 192.168.1.9 192.168.1.33 49943 8080 0 - 0 0 0 - - - RECEIVE 

While this may look like a lot of noise, the information we need is contained within.  Let us take one line: 

2017-10-31 16:33:53 DROP TCP 192.168.1.9 192.168.1.33 49943 8080 0 - 0 0 0 - - - RECEIVE 
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This tells us the timestamp at which something happened (2017-10-31 16:33:53).  It tells us we dropped 

a packet that had arrived over TCP from the PC at 192.168.1.9 (my Bot Runner).  We also see that the 

target port number contained in the request was 8080.  From this, we can tell that we are losing packets 

and those packets are coming from the Bot Runner.  We also see what the Bot Runner was targeting (in 

this case port 8080). 

And what remains is for us to configure a new rule.   The following are the screen shots from the 

configuration I followed: 
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Once done, I no longer had issues.  This recipe can be repeated on other PCs until all firewall issues have 

been resolved. 
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Internals 

passwords 
Here are my local credentials to AA for my records. 

nkolban@salientprocess.com / kGwQHe8M5QIk / 2017-09-29 

 

AAUser on laptop: 

AAUser / Im2Fe8tgW16K 

Product Designs 

Node-RED integration 
In this idea we describe how to build Node-RED integration with AA.  Once we have leveraged the ability 

to invoke Node-RED from an AA environment, the world of integration and extra functions blossoms. 

At a high level, Node-RED is platform for writing JavaScript integrations in a visual manner.  Node-RED 

runs on top of Node.js and serves up a development set of web pages.  From a browser, a developer can 

connect to the Node-RED runtime and is presented with an extremely attractive development 

environment.  In there, there developer can drag and drop building blocks used to perform integration 

logic.   These blocks can then be visually wired together.  Where this becomes especially useful to us 

from an AA perspective is to notice that one of the building blocks offered by Node-RED is an incoming 

HTTP request handler.  This means that a REST request targeted to the Node-RED server will cause an 

instance of the integration flow to be created and executed.  At the end of the Node-RED flow will be a 

partner response node that will send the REST response back to the originating caller.  Since AA supplies 

a REST command, we can use AA to be the source of a request which is targeted to Node-RED.  This 

means that we can add a command step into an AA task that invokes Node-RED.  From there we have a 

world of new options.  From within Node-RED we can perform further service calls, work with various 

technologies (MQ, MQTT, no-SQL DB, IoT etc) and return response data.  Since Node-RED has first class 

support for working with XML data we can use AA's XML processing commands to build requests and 

process responses. 

Installing Node-RED 
1. Install Node-JS.  Visit https://nodejs.org/en/. 

2. Install Node-RED.  Run "npm install -g node-red" 

3. Run Node-RED. (node-red) 

4. Open a browser to port 1880 

 

BPM Node-RED integrations 
While not strictly tied to AA, the idea here flourishes once we have the AA integration with Node-RED.  

Imagine a set of flows/nodes in Node-RED that allow us to interact with BPM.  Specifically, imagine 

Node-RED: 

• Starting a process 
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• Getting the URL for a BPM task 

• Firing a BPM event 

By creating these building blocks in Node-RED and then integrating AA with Node-RED, these cancel 

each other out to give us the opportunity for AA to start a process, AA getting the URL for a BPM task, 

AA firing a BPM event. 

Retrieve tasks 
There is an API called /rest/bpm/wle/v1/tasks?savedSearch which allows us to execute a saved search.  

For example, "IBM.DEFAULTALLTASKSLIST_75" which return us the list of tasks eligible to work upon. 

for example: 

https://workvm:9443/rest/bpm/wle/v1/tasks?interaction=claimed_and_available&size=50&fi

lterByCurrentUser=true&calcStats=false 

Here is an example record: 

{ 

   TASK.TKIID: "54", 

   PROCESS_INSTANCE.PIID: "54", 

   COMPLETED: null, 

   TAD_DISPLAY_NAME: "Step: Ship", 

   IS_AT_RISK: true, 

   KIND: "KIND_PARTICIPATING", 

   STATE: "STATE_CLAIMED", 

   ACTIVATED: "2017-10-19T19:01:20Z", 

   PRIORITY: 30, 

   ASSIGNED_TO_ROLE_DISPLAY_NAME: null, 

   CONTAINMENT_CTX_ID: "54", 

   ORIGINATOR: "dadmin", 

   PI_PIID: "54", 

   PT_PTID: "25.a453c1ee-7fd1-4fb8-ab6e-8eb7866cf69b", 

   SNAPSHOT_ID: "2064.b9fac57a-595e-498f-b876-c840521c1651", 

   OWNER: "nkolban", 

   AT_RISK_TIME: "2017-10-19T20:00:38Z", 

   STATUS: "Received", 

   NAME: "Ship", 

   SNAPSHOT_NAME: null, 

   DUE: "2017-10-19T20:01:20Z", 

   PI_NAME: "Sample Process:54", 

   PROCESS_APP_ACRONYM: "SP", 

   TKIID: "54" 

} 

From this, notice we can get the Task ID.  If we know the task ID, we can get a URL that can be used to 

launch the task. 

https://workvm:9443/rest/bpm/wle/v1/task/<TaskID>/clientSettings/IBM_WLE_Coach 

To extract the URL, the JSONPath would be: 

$.data.url 

And now we are in business!!  With this URL, we can launch a BPM request. 
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First, we write a Node-RED flow that returns an XML description of available tasks: 

<data> 

   <task> 

      <taskId>123</taskId> 

      <name>ABC</name> 

      <appAcronym>XYZ</appAcronym> 

   </task> 

   <task>…</task> 

</data> 

From the raw data, this can be found in the JSON data at: 

$.data.items[x].TKIID 

$.data.items[x].NAME 

$.data.items[x].PROCESS_APP_ACRONYM 

 

Wishlist 

MetaBot usage shows user visible comment 
When we create a task, and add a MetaBot execution, we only see the name of the MetaBot Logic that 

is being run.  If I have many such executions, I end up with the following: 

 

and I can no longer tell which one contains the parameters I wish to change. 

 

Remember last directory when adding a metabot DLL 
When we add a DLL to a metabot, each time we see a folder used to select the DLL but that is the 

default folder.  What this request asks is that we  

Variable types in Metabot variables 
When looking at variables in Metabot, we don't see their types (Input, output etc).  It would be nice to 

group these by type. 
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Confirm delete with name 
When we delete a logic in a Meta bot, we get a confirmation prompt.  This item asks for the message 

box to contain the name of the logic to be deleted. 

 

Development notes 

Calling Java from a MetaBot 
Let us imagine the notion of wanting to call a Java class from AA.  One way to do this would be to create 

a MetaBot that invokes a DLL and that DLL has the capability to call Java.  That is the way we have 

chosen for our story. 

A MetaBot can call a .NET DLL.  However, a .NET DLL can't (easily) call Java.  The ability to launch a Java 

class from native code is achieved through the Java JNI technology which is basically a set of C 

classes/code that can invoke the binding to Java provided by the Java runtime. 

We have a C++/CLI project (Class Library) called AACallJava 

We need to add the JNI linkages … 
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The two directories to add are: 

• C:\Program Files (x86)\Java\jdk1.8.0_151\include 

• C:\Program Files (x86)\Java\jdk1.8.0_151\include\win32 

Add an additional path to the linked search directory: 

 

• C:\Program Files (x86)\Java\jdk1.8.0_151\lib 

Add an additional dependency to the linker input: 

 

• jvm.lib 
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To launch AA Client with the correct environment … we run: 

Automation Anywhere.exe from: 

C:\Program Files (x86)\IBM\RPAClient\Client 

where PATH includes the path to: 

AACallJava.DLL 

 

Usage 
We will find that we have a MetaBot called "Java".  When we add one of these to our task, we will find 

that it exposes a capability called "Invoke Java".  This has two inputs: 

• className - The name of a Java Class to execute which must expose a static method called 

run() with the signature 

• input - Optional input data that must be a string.  This is passed to the run() method. 

There is a single output called: 

• output - A string value returned from an invocation of the run() method. 

An example class would then be: 

package kolban; 

 

public class MyAATest { 

 

 public static String run(String input) { 

  return "Hello: " + input + " from MyAATest"; 

 } 

} 

When the MetaBot is executed, the named Java Class will be dynamically loaded into a Java runtime and 

the run() method performed passing in the input.  On completion, the output will be available. 

 

Calling Java from a DLL 
One of our puzzles is how to call Java from a DLL. 

See also: 

• Invoking Java Code in C#.NET - Uses jni4net 

• jni4net 

• Java Native Interface 

 

Calling C/C++ from C# 
Create a C++ source file.  In the source file, create a C function by declaring it as extern "C". 

http://www.c-sharpcorner.com/UploadFile/ajyadav123/invoking-java-code-in-C-Sharp-net/
http://jni4net.com/
https://docs.oracle.com/javase/7/docs/technotes/guides/jni/
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extern "C" { 

  __declspec(dllexport) void myFunction() { 

    // Do something 

  } 

} 

Now in C#, we can use it with: 

using System.Runtime.InteropServices; 

 

[DllImport("MyDLL.dll", EntryPoint="myFunction")] 

public static extern void myFunction(); 

and then we can use it. 

Research 
• Does the Web Recorder work with Dynamically generated HTML such as that inserted by 

jQuery? - Yes … it appears to. 

• How will we perform file locking?  Imagine we have a shared drive and we have a bunch of bots 

pulling the next file from the drive for processing.  How do we ensure that no two bots process 

the same file? 

• How do we determine the number of rows of returned Excel data 


